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. '.;;.::-,_/ .):·~--.·, : . :··:.:\(· '·SEG·R·ETfl'10.FriR.·;;,. 
~ ...... ·. ~· «1rng.~-':' 

.__:::' • ,.~... •_i • • . • ·-- • ~•,-:~:.:~~,. .. 
. ;' .,. . . . •,• . . , :~-· 

,.,••~;:..,,· ··.~+:' :Ni~2~;iI ,;:;: ......· · '¢•.);:,~' :?!:~if;
·...;[.., :.ll:J}~s>BrechcJ,tlOnh ·'.·' ...::...,;.··· 1,•!........'·•. ;.-,#IL.,.,.:,.·,•:i.'.;,:'· ..,..'·':. .. . . :-· ·,i;:• . :-,A 

,~·-··. -~~i.?t:,~.-:-::.-:··:~:::= f/\;·i~?:\ •·• 't'.1.:.-.·:•,: .,.,,,?·: :~'f~~:.i:;.;5::·.~--p•:~.. ..·:_~~·.. ".:/.';\' ... · . : . .:--"..·· 1 _:- .\ ..!,· ... ,-<~ 
. : . _·/,r:--wjt~{on;i9 !an~pri,20-1;4, .. ·:•,:,.... theOfn~e·t>f-fu:t~~~riG~ne$'(PIQ;);iM,~iidri' 
special'r_(yi~\.vltitc)'theactiV:itiestSt•cJA,personnel',rcJ·ated,fo:·theacces~:.qf , ,,S~riate,~.ete·ct\~;\·..: . 

. CmnrriJ,itee;9n ·aJ!cl,records pet~ritiori.(ani\,~:}~1~'.:',:.' i--~,:···Iritellig~~c~.(SSG;Iffiles ori:theRenditton:· ::· 
.Intt.m>"ation-networkRDINetfocate;cfai-the...__,...,.....-,---,.:b~UdJ~g!:an:Ag_encyJa¢ilitY,)~1tne·,::.: .:: .... 
'--:--~--.=-.,........,,..,..,---....,...,.~=-:-~:on'}~bJanuary 14,.0Jfi'op¢n¢d .: ..-·. . ._..~ lqyestig'ati(:)r,1~a~d:c;,f, ,_ 
•infofll}_!1~P~··<lls.covered10 ..tJfo"if?~i~heview..In accorclance.'i.it,hTitle"50u.s.c;}§}~517.~~Q~G· .~::}:rt·, .: 

.. -~·~/1,t·:·r~~~~¥;~i in.~~e~.}Q,~e';P~part~~~,·o~Jl,l~~~e(J?0J)·on..-~-~f.J,~u~-r2~14'~~!':Y8t:eftia\t'~dir\:. ·:,::-·;: 
.:11olattonsof/:f1tl_e :SC. ,§.2~\\r- r0.3~_1(G~ITlput~r.~~~\anJt\~~,{~'.;· .l•8:1l:J.. ~;J,retap:4,ct)-~dJ,~.11~~!(;:«:§ ~.. 

. ·~~b'use'Act)'.-. > • ., m· -r- . ' . ·.~. .,.,., 'I. V' ' •••• ,' ,,;•,·,~i,•·· 1 •.'·,· ••...~~t-~f 
' •· '.. . . . t;¥"•t:·.... . · ,· . ,'. "' -'',\

1 
'.'.),\. ~:"". 1:•,\~':. :,:jj{i··' '·i,-J~:·:.::_:: 

· 2.>(l)//FOHO).,on-i3 _JanJ·&.cy·2014, s~nt_:~·,tetter\6.~~ssc1.dfi~anDianne~Fein~tein , ,..>.'·.· 
D~tor,--¢,entralInt~Ufgenc.~·~gen'qy,.(D/CiA)JohnBren.Q~Ifiilleiing ·---::.-.. . '. .... that.~1,~··~rs]l~~th~d 
"conducted-oneor.moresearches'i.if,thecomputernetwork.ai:arioffsitefacility,that0tf1ctCIA'h'acf·"·'.. . 
assig~edexbiusivelytolb~~t,a'.ffj~fJh~ s;v.erarquestjpns,; ..'..·, . , ..'[~sen:··The.1~tte/~tai_led .·--~· 

ofCIApecs'!ruiel. of.~tC~ajr!naii'.feinstetri.hadI'<!gardi~1fQ1e.co.nduct ~d alleged,vt'c:,!aij~ns ..., . 
. 4 ,A~fnc4nef~~~·:~p~h.1'.1!1di~ebate of the.Consp~ti~r,t;·th<; ·, .Clause. Co~ipt!tfr·'F.r_a~~.ap~.-: . 

1Abuse-~c~~-9.Exe<;u,t.J,ve,Qrd~rl,2~33. ·.·' .·i?· ·' ,,.. ·:., .i, 1;'~'t<'1·:-,• ···:, ••· '•.• 

•, • ",~•~.,, 'l' • • 1,,ti -i._ .~, • I' • • r ::,~,• ,,.._1~{\,•~"'•~:(>•' • ••~ ,1 •,,; ~••:,,, f,l J t • r,•.j 

,.·,;'3.~·(t.J//FO-OO,,),;OIG fo ,tlieallegedaccess;dfiSSCl' atA:on"·yestigationwrur':limited ;':_:·.-::,. ;.: . ·,,. 
RD~i~ ~yA:gJn·p~~~.¢rson~er(E~}1,ibit,A)-iq. 2014 ~~·tn6~~ub,s~~6~f-@!!?~s ',;::', or·J~nJary fakfp: ..t· ,'• . 

cove.r~? personne_l-_e~*agµig-}n·ur~-~~R-$~~. OIG ~ftsµ?~~~ theiss;e.s:ot:Ag~ncy ..~cc:~t~~; ,,, •,, : l 

exceeqyigauUionzed·ac~es~ Agencym~n,to!1J.ng w.het!J.~c~:~.:·i.,'..·to,the;.RDINet, of the.RD1Ne~{1!.l)d. . :_ 
for:µ1al.\~gr~rqent-h~dbeen·mad,~:-.~ty;,~n- ·the:~$CI u,se• •,·?.--•;;::f_,;..tl)eCIA!1Ild 'regardfrtt.~e. of.J~QJtf.et.... 

fro~:~~ .-:~·.:·'The~activitiesofSSCI staff,piem!5<:.~swery deliberafoly,exduqed ihv~tig~tipn/'l'~~~Y.:...:·\·· ~~~~ ,, ' 
atteinpt·v;iasmadeto.inter.view·sscrstaff.mcmber~;:-and.digiklforensics on RQIN~t,and~lli.~?':./· : ..' .. ·.·,..: 

. associ*te41 limi:ted ... ·::,:¾:f<:ll>e1orrn~~y:p10.\-i~ in SCOP<t.t!):av.oid,'obtaitjjtjgAnf~rj#j~~9:~.:, 
i:ela.te4.l<> ofSSCI11se)::s,;bey9.nd th~.P.~¥.i~tion;t91.j_tµie~( _\,!/-":th~.iictivities thatpr9viqed~s_;part:df ~l;,:."j-,.'.;:;·,: 

·"iqvesti'g\ti~f·','fhe:.tJfs~imte~~~ged ~Ylf~~:\;:}~'fora ,spec(pfr,e.vtiWi9f.}Pe:'~eg~d)W~iprfd,uc\.',:ii"';'_·\: 
Senate s.taffJtbbe-'~orid4~teci~by~~·:U.8'. .... : - · · ~;<...,.. ~enateS~rg!!ant~a.t;A.rms~.: :-. ,"".\i~.',../ \ .., '':;• .;: 

1 
• • , • • ,- I •' ~ • •f •;,1:~~,,,-~:_::\,(-~'4 ' 

· II. ·f(l_J)· ~OTENTI ~.. ·1AL~T}\'fU.TO~v·o~ REGUCATORv:.vi91,~~Q~(SJ.~::;,,. ,. 
. ·.,·· .\ :.. .. . . .:: :..; -~~ ,.'.:~... . . . . . . :,,:,..< . · :~ .: . ~·;. ~~t$~~ •,· : · - . ..... ..:·_:· ·J.. - p •;,~~-::· 

- ~ . (U.VT!tle18 Unite.4-~.~q.t_fs or- · · ·,,·Code §;25ll lnterceP.tior(qndDisclosure ~f.Wire~·Or,9!:-. .·,·.. ' 
.\Electfonic C'o!tfrnunic~tf'o~lP.tpfiibited(}Viretap.A,ciF7

: : : ~ ·''.?'.:'.!a.'' >1\-~ .'. ,,.~.-~--,. : 
··-: ~. • ' ·: .....' ,' ·.,:,i: . •. ~- . . ·. . . . :. - • •• ~--. . , ' . ..:.,: .. -:. 

~ ..:_lllr:T;;rt~IS.1/niMdSt~{':;pode·§,.id.JPFr~µ,{qruf~i.{~(ed·~1.~i,~i(;i :;,::··.,:i;'.p911fi~ii,1iti0''
,i"iComP,uters.(Computer:F-ra'udand Abuse Act) ..~,·· ·,,: "'· · . · .,, l •·. ··. ~,,:, ..,.r,_,.,,., .... '·:'.°:::J)":, 

":::'.f - · · · ... ... :":::::St\i/IJi1!!I::I::- :' ,A ::: ·.··. . '.'£, 
--~;_.;;;.:;._.._..;_ ___.;.,..;..__.,......~;._..;....;;:,.....:.. ;_. ___~...:...---......,.,...;...,;~.:...,.,~:;;;:-":-'--,--'-· ' .. 

.. OiG'C~;~~?'·2~ii1171B·IG···•·····,::•;;~$R~T/!~R~;~ ..\;:.••:•\ •.·:;.~•~~I#s/lG:'~:;/~·••·,..... 
,·r .• : ·•__:~;. . -.-~--: .:···; ~ :~··:· . . •-

https://ofSSCI11se)::s,;bey9.nd
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https://Co~ipt!tfr�'F.r_a~~.ap
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·...,-,_:_-:•fj;,:·,,. 1 ,/t;·>,--,,[-..ELEfXSE DA1E: ··.,, ~: 

O : O I,, .. ~~:· O ~;,,.- •'H4•JO' • ,.,015 • . 
·,·. •,. .. . . ) . °' .:'-') ,}":7;·_,,_· . 1" - 8r:1"£ . 

;,;:, ·:,.;:,.:../.. :·;J :· _'.. ,:.;., -~--;- .·.~t_.-:·-~•·_-·:~ . - ~;-.,,•. ,: ··.. . ... 

.' ·'·' ..' ,, T.,f •.:~~i(''.~_i.tf: ·::~.'d(":~7CflE"!)jN~PO~~:,~·;: ' 
. '. ·.. .'.:· ; ·. ,-.' .·_::; ,.·j; .'.~:t/}i::-,; :~~,;"tf~··:.·. ";\".;'\.:

. Ill. (Q}':BJ\,~,K,.(?RQU:ND:f: . '~ ,, .:,>·- ,. ,, : 
'-, ~-! , ;.f_:. ', , . :,: "' ..1 , ·: f .. 

(U) Revi_ewofi_h~-1?.~ndi!io~/Deteriti~n~ 
0 

:_: ~i:':;;<:·,./_ · 
: 

andlnt~rrog4#,9.~(Protr.<ptJ~ 

,; :'.-,,,•' ' ' O • : -•• •, ••,.~•i"• .... , •• •• • • :_ •: ·:,-,: O ,-: ,:_ '., ·•.,•IH • • ,._;/,, < 0 •• •, 

. . SS€-Ijtn(ofl,I!¢.the_¢IJ\ 
0 0 

4'. (U7~F(;)BQ,t On\+~:Miµ-t~ 2009~-the that th($,,SCn:pll\~ried.~to.•. 
conduct ~ fRDL~r~gf.(n)t Qn/2~Juhe:2909;~t4,e. s~•~~ga!)· ·!horQ~gh.Jt;~'fi~.'of.t.1}¢_.CIA:' .S~_Cj: 

. ¢eir review.: teview·p~ssftaieda<;;cesid~y t9-il larg~-vq~t,Jm.<{of ; .:'. ...The· s·scl'sta(f ~en~itiye,/ · 
. ·. classified,. and-compartment~:cIA· docup'lents:In oi::,d~r ss¢t/ . .:: = · . ~ . ·.·to·,~x:ovide"°tb.etJi/k..1!me11ts:t6)he

staff.. pertinent infoimaµon. d~-es~b1ii,haj:~~'i-"~v1:w:pr.~-~~sf; .. .•<~d,-en~ure was-.pro~id~r;;tb~ !'-~>-<> 
-~tia~ly'_the_ss~I.Maff°:P~vid~f~~~h-ter~·toUie(;M;RD_l_ ,~.:-- ·_;;~~v,~wT~f RDI.'t~_';)}'·~~..:·-,,.\ . : ' s ... 

identify respon~ry,~ -d~µments! 'Thy llOP~ ::; , · .. ·t~ktr~,Ageitcy.'~9mponen~:~1.$ s~c;:~g.-.~~~!t;;-'. · . _. , ; ·. 
0databases for toe·_req~e~t~ materi~ -i,m~'~ol.1.e.~t~. _respons!~e.:d~~¢eflts'. · •.-:: ~:::,, •• ,. · _· :'',;,the-tP<?,lyµ~ally -.~~:~ ·: 

Cl.A~s}cti4 cp_mpo,nenµ; ofthe·:Agef!~i-~o·¢ondQC.(~wtiofl_iW f~t< ,)'-,;;:' ··f· .. :s~che!f.~ftj}~jr_~o!d.itjgp ,. ·: · .. }: .t,: 
potenHa.lly"resp9n/'iive'dqc1,1mehts·.thatwere,tl)en;p(ovJijed7fo:Jli¢RDH~;-The.RDJt¢arn:~">, '-:• ,· :." , . , . ,, .: :'· ·; 

. ~revieweq, ,(io~U_1Pentsifpr:re~p§~s1yenes~ desi~afod '.'. <? ).4i.e ..-i~¢p_v;;a,'.fufonna~o~· / ,,_.,_:,;t,as:Eiecwi~,~-. 1,:;i. ,_,;, 
• •·• \·-~· ' • · - ,, 1, 1 • ,.' · • .• ••,·· -(i• . ....~)),'r .-.. .• _,••.t.-• ~,•. ", ,;·,.,,,!•' , .... {J:),1,,r••~·.•,(.,, ,!' ·•·,'_ --~ ► 

. Privi!eg~)nt'9.rro!ltiOQ.;J~nd'prQ~ided,t.Q¢.,SS,q.s·i,~fovith ':/·~ .. ;'.'}·"';:;._;:"acp~~~~~o)b¢:'.9'<i¢1;1~~P.~;v.~a-:tp(~Jl~k1'·.·~-

....... A"iiti;~;;~{t~i.i~~t~~(::tr::,.......· :: f .CU/~)' In "¥:~(f9iho::W{d.~[S~4,41~~1itct~itjiri:th~: ..,\:;?/'Jf~ 
· c9nttnued'.to.:-~!~}t~~it,o:th~:-~SpI~tyf/Jpe · ,~; .. '-f · \ {Yl~.PlSI>¢c/~:i~ev,1e~.:r~·-(%~1Piw.~s;c,:~@oA.~';1~f:•

··.··,;. 2009 .... 'Pi~SR:-J:\~~~i~ct',~ps:umen~')cnown:~;W~elcty,iCase?.RfiPOrW(W(;;B-$),,~ql<)~g.qtq~r,,:, · . ..,_ . ..--~,r: ···i\.: 
· c!ocum.ent~.•atthe·,i:equ~t-:or~en'.Qff;DX·;_~n::f.#.ietia'.:rqrJM:i>µ~IJ?0~~-4nu~iivgfor <}½'_.·,':"·'·: . : ..• '~-·:",.·.,; 
. management th~_inf~nnati~n:beingf ssqf;r.n · · . . _;.:·,Pt9<1uc~i.i:~1:ill~ ··.appro~~a~~f~le~r:uary.o~·ft~~h. 
2010, WCR prcx.\uc~onwaspal~eq/~y-rnemJ.:,~~ ~ge!lCY.staff m;r~po1m~ to ,a_ , ' of th<:: I?e.p~ent. 
pf Justice-i.Qv~s_tig~tiori,Iedb'y)\:~;;isfantu:s~ P,..ttom~y ~·· . . .. ''.' Johif.•Pl!rham}~Agen,~y-~taff_iiit~rvie~~~f 

·• by CIA 010:interpretep the ... .. ~~ _!,f>ane«a~~yiew"-.(aJ~.a: P~e-~~·~eport>;~~ a ~~lllP,i,l~tiO[)i?f 
· WCRs.. . .-. , . · · ·.. , · : ;._· .. ·· . ' ·.. : ,,·. ·. · _ .:_ ._;, • :· .. · ·· './,.·: .. ,::' 

·,. 

. . . . 

6. · (U//f,()tlQ)To faciUtate·ssd· ~taff .a~~~s to:the larg~ .n~inberof released 
documents, theCiA-created a com uter n~twork"c~Ued.RDIN~t'~-~b.i:N~twas.established in ~ 
secµr~ciA, vault in the.__,_~~-~of tli~.CIA' ~--~.bli•lding, with·seP-filcl:te ,physicaj ,· .. 
locations forCIAanalysts to reviewand redact~ponsi-v.~.doc~ments arid-aphysical "reading · 
room" for sscrstaff .toreviewre~ponsiv~ documents: --.Toe,.~SCl ~taffs~ajority ~d -~~fin,9ri!Y 

1 (U/tro:µ(}); ~-S~nate has his16rically" to lhis as a•~W~fon!ti~·CIA' I_[!te~ogalion< · · ~-'refecred s Pe~ntionan_d , r ,_ ... . . ~ 
· Program. The srudy was !au~chedfoUowiilgthen DIPA-iMicpaelHaydf:~'~ of the progra1ri.~~o~iscld~ure the.~SGI· ,.•,·;, 
in September 2006. On5 Mardi 2009, the SSCl,vQted .to)nitiate a comprehensj~c_reviewof ~eprogr~rit.. , · : : .· · 
2 (UilFboo)'The RDi'~~vi~w historical'·!lami~; tiieiDir~tor'·& G~o_1,1p_T~~ h~s h~ seye_~al i',itµcii_ng -Revidw ~~:.:.· · 
thepffi~e of.~~nee.A~fairs.lpe_ t~aM·jncJµd~· ~-t~om~Y._Sfr,om:t!'t(')f~!~ O>u,05.~! . <;·: \:' :~,.;,;:.o(dcneral ;1r,at;pve~wth~i~<: 
RPI review ~ifOf:Illedby ~SCI andan_mfor~a4on lCfOO().lpgy,_tea1rn)J!l!,S].1pJ??_J1e.d l,h~;aw .s~s.t~l!l,;,U~for,rev1.ew.:." ',"" ,_J,. 
3 

!anuary ZOOS; Jg.~(d~~Jtiai1i,~~ ap~fti~f½t9y;ih~;f?:9JJ,\~,I~~~~. . (U/~000) :"iii ~s~_i~tkjJ/.S::~~19.fl1CY.. /'. '. ; .,>::'(:S"'.: , 
de~~eest;I_n·!lll_~~~oo-~;1~~J1Ws~l¼.-~µ,i~~.· invesl.JJatior_int?..the ~~1ruction:9fJi<f.c;o.tapes·of'1~,~:i~tW~gati_?~.~qf ..: . '':-:,. :-~~..,</:-'?· 

· forc.e:,\Vil_s-~;p.._m~dJo·mdudeJarev1~woqhe.d~tepu9pfa'.qd•thfu~ofva.119us:1n~rr~.~~-~90J~h!1,!,9µ,.C,~t?~lit,jj/:;'.": · .· ·.;.;:,,,-·',:i"."!' 
1 

1 
1 \t·· ~_,'-~.-~·:~-;'~~,:~lfi;·~::~~,~•;.t~\=A~cnCy.· 1 ...... ,. • ,.,.~ • ~-- ~ '.~:.-;>~'•... 

'OIOCase.N0·.:2014.t1J1,8-IG. ·,,i.;'. . " , ..... ,?" ·\'. · ..._.:,,'.·':!. .'.;'.'.:>:·);\~{::'.·/'.f?;~~;~.:f\'i::::-_ 
S!CA:ETitN~~Ofi~ 

...: .. _~·,f:·.. 
.. .~·:;, :"'; 

. 
.•'·,•. 

. • ? y. 

https://s~s.t~l!l,;,U~for,rev1.ew
mailto:l~.PlSI>�c/~:i~ev,1e~.:r~�-(%~1Piw.~s;c,:~@oA.~';1~f:�
https://l?;,.PROV.Ep


C06274838 
1 "'""'J'"'•-~- ,.M "'~ ,~ • 

{,: ' 

. ~-. 
•,•• •M•.•'•1 ,r • .• • :· -i.,..' '",:-·. . ··=~--. 

".~,=.:Y.F.lf:iJ,J_~Qf-Ofl,N 
::: ... _!- • 

-.r ,'. .. · • ~ ., .. ' : . 

. . .· . . .· I ·.. ,· ·:. < ... ;· ... · '\ ~ ,· ::: ,; ',· · •\;<:·:~ ·"• .-? ·_>,:,.:-:~~~~;:.,.~<_~:_.~ ... ..... .. 
wer.e later._physka.11.y ·s~p¥at~ :into.t~o·s~cure i-eqµ.:est SS.Cli ·'Each: _,.,rtad(ngro9msi<1t:the of~tJ:ie . . . . , 

.. of these·.offic~s;t~chide4 :foE'fhe :· ' -s~.ureClt,\~pro;vici,~\:ornpi.iter;,\YO!lc~tatjq_i!~. '!~yie'Y-~fma~etj~s 
releas~<I.:.by;th~·cIA:~sfor::~e•c.re~ti_onof-foili,Yidual,w9i:fproducL,\t ,\ .\.. ... ii.:./::.. _. .. .-:::. 

· 7 .. •(U/(PellQ):RPJNet-Ts _·. : ~: .:a-standajon~:nitwork.thaihas·a,)i~tel{c9,n,~~tip~:toit!1e<:.,.: 
AgenCY;:D.ata ·N,etwork .( AO~ fqc ad.minisiratici!i of~yst'el1\_'"./' . ,\'... . -p1:JrpO~s;}gclqding·the._ir]g~~tfon'. . . 
softW¥~.pate~~~and updat~\; and foi"roµtjne-n~tworI.c·,~9ni_tQiing .an:d·._, ~·.·:\'·(E.x~bit:JtY:'.?the·.-S~CI'.·~1/:
CIAw~r~.provi~i!d oh:.~e-~a,m~~~a,i:p_:. ·:: At:· . ·.·'"·. sharedstora~tarea$ on:RDI~~tqtaq,tfrsica!ly_.re~id~ <;i~y~.; 
array,_.Separate' ·ilie.·:cIA - .. -', ·elec~~c stwag~ QJives w~r~, estabUsheg for.-bo_th :~9 th¢,i~~CI•t~:save·. 

·. documents-arid ,theii ·re~pep~y¢·1r~poris;.~~:SSCI w;1s•.ais9_iI>f9Vided,a~d,i'~9.~aJJto~g~;dri,✓~~;::: .··' . ··. 3:;?:f.. :· . 
further,segre~a.~¢db~~w,e~n.;Y;i,e'.,M~jor\~Y~~l;~i11o_n_fy:~taf.f'..;~cc~~§.:Jo/Q~µt ··· · ,..~ar~~strict~·y{,;·_),,: .,/:: 
through.,pieuse_-~f-;acc_~ss a,nd '}9~1c~~rul_es .?1~--Jlif~oft~.~r~:_.:.'irb1s : i''po~µ:9p_tsts ·ass.oc~ated ·\\lrt.~}il_:', .· .,, , . _. 

. -separation --~~s "int.¢ri_~¥.to:9oritrol :ac9~~s)>y: ;P~e~s~~o 1:~t(~~'.~ry~ent : . · ·, 1•//i C.jr ·>t.Qe:~an_o~t the RP.~tt · · 
generalCIA RD IN et µsers from,·-gbserv1!1g.or SS_CI:oata, ... . , ,. - '·1-.ac~e~~1pg •and t~~pr~vent SS,q:.us~,r.-. ·· .:. 
from:obs~rviqg.~r ~~ces~i:qg\qA:i.Q~~-tti'al'ti~ :n9.(\qe~h:;r¢l~seclto~ ~ot#~;:w,~i;/:- ,:: ·,:•tl:i~m::;;¼>tu.s ' '.,· ':/''.".h; ·:-; 
ins~lecfon ..the·;network;to ariji.i\ictiaj,;Rfj_iNet tmaU~s~IYei:t{l;f;_,Jproyiqe 'emailcapabilityt~th~ .\: \:1~i ·. ·. ;. , ... · 

•,,· ....... •f • • •• .-• ·-·· • -- ·- -- • ... i.. ...... ,,. •• •.) -•t&;i¥··· .. .. , ... ~.~-·r·;,r.·:·'···· ,·· - '...,,J,
ClA,and:SSQl;1:µi~~ 1:110JSi,. allowed !9r:cominupicatiori aµiong all .R;DINet'Q~ers, J>ot,ti· 1hja '':d):~~ ..:),::''ili\!~~~i.;,:k. 

•connef~i:v_ity.~cfth~_ADN.. · : ... : ·: ·_,,:,, ;:' _: :· .•. ~, :.- · -~ ~,),:~-': i'.. ,. -'.}:11;{:::,,:\':,;i~i?/i;l{5.(?~\'.f:_ ·. ::'-~--·~' ··.~,]~f~·-~~:'.'.:~:i:;:,'1 
.· . 8;/ (l.JJJF..oim)f.r~r:q•1qc£:pt.10n;·:the19~:.of1G~*~rarG9un~_el 

1 

1K~t~\r.-·~,r;~Offt ··eGC:waschar ed;t5, ,,,,,-,\, 
~~:Agenc ·wi.tll,gverseeiri" . ortin ?the.RDKPfu <::t;.,,,.i/·/t.:_·andSU ram"reViewi 

;",- ..... ~ •--• ,1.,. _,,_• 

• ;_.;/'' ·: .. }, / ... />, •• 

·: 't, 

,· 

..,._,'"-"--'_.,_--'I"·9: . he~·Ge~et1f~o~.~se}!Stephefr'.~it.~!):d~-R~et;.:i~;\L:·;:,./.;/i.,.,:,:.~e:;:,)} 
was appointed tlje:Actiii .GeneralCounsel: B"ecmr··· · ·:: · :· _:t ·.(.,\ .. --

r---1-:.-h-a-.d-. -re..,..v--..::i-0-us-=1---r_...,.ec-_u_s_· ;,_' :;_ _/:-:{(,:... ...,----7::-'rom:im .'}U).f:matters ... ·." -

~-~?::.~~'·,?).. 
:;: ;: 

·J.:'t;. . ' .. 

. , . ec_;iilse·o_.._~.....-~ cusal regar~iqg l4e:Rp~, . . ; · .·.\ 
matt~r',__~~__,~w-as~.. GeneraCounsel ~rtaini!lg l?,-~is .. m~J~ef.. ,. -u-r,-su_pe_r-v1C""'·s-_~d~_..,..p-y~th~.~...-c-O_ffi·ce·of . : , ... , 

. 10; (U//FOOQ) Qq··22June 2~, rev.le~·6f: .' .. _ :_..·: ~SSCfstaffmemoers.began ~eir RDl~> ::·. ·_.< 
-m~tetialsat,m{securefacility._;. . ' -· . . ... ,: . . ·::- \·· ':.· ·,· 

1,1._.(U//R:>00) In Nov~m\,ec'ZOI'2, l~ned W~~-~~i).._.·'.?\...\,:,,-'•;:.the'RDI te4ID of a 0iJn~rabi!ity· 
Google ~-pp~_i.µ1c!-<·relate~,to co~figura~ion-settings - ,-· · . _ ·;that hact·.peen in pl:ife sin~~-fhe"j_qitiiil,:; . : : ···. .. 
ipstallatibni~_.November-2009./0~G.~viewed an:April~-01;3email ,bet:VJeenrp~n.i9_e~s.~f9,\e_ :-;:,_, . if 
RDINedTsh?f~d~uiiH~g'~~ e.iiit~~g:set~~~$~:, ~ a~~~~'Y?-nn:01,,1~fif:tr~~-~:f?r'.:. . , Y-'. Y'hich'.i,nqj~ated, . '·-. 
sea:rcli:reslilts.: The RDI IT-te_am. m !,:\Pn~· t9.i~r,f'.l~J.~1l\ _ · ' . ·f,u,i?Pa~jhe ·Goo.gte··~pp,liance ..2913: . . . -:._, 

. chan~erPr,iort_o to-~19:~9°,Y-'~i~!~ t)C .· ' ... ??>-~s:·,upd~~;~µ,i~Jt~tjpg~twovided tpe~~-?,~?t~~-~P?,~~-~~e~w~:.;=:· 
not co·nfi!:1Ur~d to: C!~force ;~i;:Ct!~~_J:J~~tsfqr:·Sear~h :Rl)lNet-and~its·,h~_ld/ng~::· ?·.'.penru~si?:11~w_1thm .: '.' .•. t <··· 

..· >/~-·!\._r'.,_:.~:~·t~:~.-~...... . .; .. .. ~ ,.1-. ,.
' -r.,::.:*t.;,_;:, 

'.~~1 ..OIGCas~No:·'201A~."M ...-f18~16 
. . : . . .........'.-~i:.\:..· ..:_,:·· . . 

'i . -. ' .....~'·s_ECRET/INOFuR.r,}·. ·.· 

' ...... 

https://from,�-gbserv1!1g.or


C0.627 4838 
. , R,E:'JWVEDFOH.r, , .. 
· R,l;:.t.:.EASED,ATE: 
14~dan-20:1S·.·· 

. · ~~P~EJ~Qf.O~~· · ;., : . ,. ;~ , .,,,. 

1 . _At t;r ·,:· ~-; ,. '.· • ·•.•.·,· :,'·,'• •• :··, ••• • •. • •• ·.: •••• ·•.::. ·,.·.·:•· ' •••:::::•!.;.,·.,, \. .. ..•.t".··•.. . '·.'~:·,'·.··.~,~-i.~.:.:,:_;·.·.:_;~.·,,·:;,~.~.:.• :.,, .· , ' .. . :Ufi;~~'.i.~~;:•;;r<:::,::~i§}.): ..•.. ;·: 1 

. _'d·;·:'.:;~2_.;:<jJ,#oooQn,l,:November.,2orn. sspj - . . -.. li>):::•,·;;:~-f
eni'.aiJ"~ .fthe RDI,:Urstaff::andother§~to$infotffi.;th'eni~tha~•ili~'..·';'.-s,:,._:·. •~·';'.._.,

~i, .~~--~~~-~~-~~-' .. , ·- . . ... '~· '• .. , .-. •·· ··- ,; . '"~r-'-----,. ,J;,

'n,e.w th_~ M~jo"ri~y staffhy9rk prOill!~t.on'·a·iM~-~rive:'--~---'i(;,;:c'. 'G~g!~,applian~~ .w~~--~noe,xing .,. 
;:rt:qu~~tw·tha~,lhe the.til-to",:t:,:i.Q~exin_g· fou~ . .· at · , ....;rr_-stat:fc.?~~c theshar~adri)'.~?'~-9~? ~•, 
theAg~ncy.d1d~ot take acyon to,adgress request:: · ✓ .··'·.~v · .. '; ., . .: .;-: , 

·.·.·:. ·.• ·.·.:. -: .t· . -~ -~.__.. -· :-- :·.. . - '"'- ·y: .· ·~ . .' ..·-".· ... i.:·:~::~...-,):~'::·l: · . ._'·.,-f/;~;!~:i-.->:: .•~·;::~~~:::•. 
. : '(Uf M..em_orandiJ.m:of : .. . .. ~1'.'::.~i-Understanding. .Regardjngcthe Operation of RD/Ne( ::~;~'.t:)-.~,;, '\''.'c ,· : '· • -:_ 

: •.~ '.• . .. : · · •· :.:, .,,, .. :' .. · · • . ·• 1 :;., .:~;~·: •: . > ::::.< ·'·:~·.,:~:r:'.{~:{~~}~:;, 
·' ". 

;,· •'\( : · - ,:·:s\::~t··,·
1\/ '.' · \3,. nuring-,thecou.rse· ·({:;l/ffi<)tJf>)' ohhis ·jnvestigatibn''OI~fdetermi'ned;tfiatea'sign·ect'
1:flQ- > • • • .- • '••., •, • '.•.•l,:,- ••"',' •ti,:•:l'l.~ :"' .. ,.~--:~•~~ • '.• (, "'."'J:'•'7.iriP.'•~•,!~-.;,·1 ,". •.:::~:i;to,•ri~~•~':,.~j',-•~-l,1~V,:~•-

: ·. aJ;I~i?-~:~if.e1, ¥,~m9r,~~~~a,JJW~.~~rstandi'n~ 1~.~ .. : ,.,~ (M0!f,2-;~tw,~~(U)~"~$..~J{\1~'~f*~~::?..q 
. :' ~Yl.C~f!flcluqwg_~a~e<;ss;c?~!f9,'S~ ~1,lltipJ~{,tp.tery;!~~~~~1;fe.r.r~.J?~.'h··- ,1di.d:n.otexist-. N~ve~~-~~s~, . 

.. J1,J:~,ex1~t/!nCe·,9f:a~s~g~ajrMJJl1,~'~1n . . '.' : l\11SffgaJ".d,OIG;fquµqthat that~ .sen~i;):>f,~tteh letters,.,;,·, ,· ,1~~ 
-~.,. . . . .betw~n ·SSCl'(Chajnnrin .feinstem,thenVice ~haiiin~ri ·BO:i)dl r, ·:':-!{ .· . ' '. 

aod then and:cIA'..(thin T:>/.GIA. . ·...Paridta ·: ~:_.;~rii~. 
k ,~:if:,, • ~J ~~\·I _.,,•,''•';"".I:~, .r 

-and th.e_r~ . de~ing ,thedes~)jt:M.ct_~iQ~_;.~i~ ,. ·:reg~.~~:,.,.:; . 
1t~ the),1~e;ofQIA ~p~ce and systei:ns, ~d SSCI acces~tq,qocumeots (l;~hjbit:½)1.•:!f_p~~-Jetti::!°S!'~;;,_j,~;,·, 

some-c6!1JmQn_ with regard S:0if~!JJH~~. . . 
• 

·, ·', .were,;f9~ncf.t9·,con~n· fa11guage •iothe.use;~{~he. ~a·:b( ' · 
coi1~pu.ter ·. :t;;1.ro~·•:i·4,,, rr·,;;,.. . systems. , ," : ·•·11"-~,;im:•: 't;. .,,.,. 

"~: f- ._. w• '• ~ '• • • • > • ~~ ~lw ::.;~;~~:{~\;, ;~:~•.::f:~~~:}•::~~~~r.. I,::•·~•! .. -~,~~;,:v,.t.J 
14 .. (Ul/FOOO) Th~,last letter.OIG foundoo'the topic fr~k.,tt.i~n.11;)YC.Dfr.aniff~ti.~i\'·_':--:·~,;~/~-·. ·, ~= 

1C~,~rin4n.fe.in_s~in;':d.a~e~tt2·N_n~2009;·~escribeoJ4at.'"att~agrceme~_t..~afa'~~~.9~;~~~*~n.C,~t)~'-•. . •~.: 

. ~~. s.~q!staff pe~9nnel.regilfpu~~ operating pr~cedur~ for f;heSSCI·re:v1~\_\'.;~~q1~1.~~~,~~1~t~d'.;:~Wt .'·.. ,. •.':";: 
_i?t:e.~~g~tion ~'to'.the-9f~ ~eterili;o~aAd. prograins._"Th~;Stan~d·. ogeratw~jP.!9~~\lres~(SQB~)::i~- ; .• _: /.'' '. ,:,~ 

r:e~e.~eIIf¢:~pIX;aredJg•1>9,. m& d9Culllentti~%1 . • ··<0.:· .. Q!•WtH¥ ·:stand~d Op~ni,~-~~'--rsf:edJ~r~J?r;~~ff;1·.;: 1 

· 'R~it.~~ol•\'~ pr0c;ll,/ced·ttrJ)fGby.theqfy~f~fpeneraj·GP99J~t.: )~il;<-:.;a.thr~-pag~;J:&;wint.:.d,e>cumeilt ·.::·: 
. ',, (Exh~pi. j,P,oit)fp. ti~l~~tejt~~9rl( ~;-.;/t ~-:e) ~qpfi!q~f!J9cµmept.oi~c(l~f~~bth~·GPITUJ1H~~'.11~1i!~· :~•f~~'.;:; /" ·'" t;,[ 

,l>Y: ~)Pt,~-~;fc~~~tf~tPIJ~p,pJdofr,3:''1/a}_Iep~ofrn~~w~r~share~ciiiv.e'.:'·~t~c~ssible,o~~y·~~~S.~S.fJ:i ..·, :. '.,{4,tf; 1 
. ,_-tne)val~.~· 9ff.netw9rk'sniµ-~q~diiv~w1r'by h~t.e_d ~·.C½ iA~orrnaI~?.~/te~~~!g~r\~,~f.~e,~~ept~~;:~111:V-l.' 

0·as-~uthonz~ Po}.!!~ ~~te1•"': .. •b~the:Con,un1tteeopts staff" ~•ght.~ta{~thaeaII.fq~~W~i~~ ·,iJ:· · • 

. acc.ess ~o:~~ ReaP+ngl~<J?m.~~~e'requireg ~·· ,,,to receiye,Ls:ec:u~iY,._briefi.~gr.Ql~:~~~e:\1/~·a·~ . ,:_.,,it/:~1~ 
document titI~· "Se~mnty;_~n~ti!l~;",dataj ''.M.~y,;~009.,'-' butfound ~~;.(?v15lep~c-~i1R~.t :: , , .the'~n:fmf:~·'J:t· 
w;is ev.er.pro:v.id~:to.SSE:l'~W°~•Participating . '.·. ;<< . , :·\£~i'i•"·..in th~:R;Oireview. .... , •~\.;i>'.? 

• .· •• • :t •• ... • ~:L • • • .. • " ', '.• •• /:·~ "' '.~:.//".~••, :•' •~I,~,:•.: ..••~~>'./~{::• .'·•••••: 

· . • · · 1'5: ~U//FQt1Qf ~ arate docurrient,.tltie&.'\Meniorandtmt9fttrrlclers~<ii'n.·g·1senat~i)_;(:if::t,J.'ft'tt:sep· · . . 
;,· ,. I ,' ... •"',·. ~-.' ~.. ,- .·,';.:~··:· ...:. l~. ;;,.· ,•:-.· :· ·;. · ~·\·•.'·.,;;,.,!:"~•-•~~'.•:~:ffj'~,,i,.;"":";;-·:;·.,i...,,·l;l;~".';-"'"',•5,-•.i, · :;f•vril_~~J.I"'· ..\~:~1~t;:p ,c;~~c;$. ~f,F t9gfWJl'{'.'::·:p'.;;t:PIP.Jll!J~¢•.6rillnlf!.PE~~te:1 l;\'s DeteµtiQP·;a,I!.~\Jnt5!rr~.,?tippif : . ,, : ; 

(Exltjb1t C.a);dated 28"Ml!Y•20Q9;· that; . · · '.}~', \'" · .,,statecJ.m,po1.nt,'.;C." .. 
1 

· .•'·, A s~ialJ;:~~i~ed.sh~re-qriye ·i,;ency ·.---.:•.RiJ.~~,:~_.~,F\wilU~ p~ovid~ on i~ 1~::st~d.;afo~e ... i?\.:. 
.network.A,s:_SSE:Ireqµi.res;the &narc-drivecan besegi:eg~t¢ ~tl1;9nly SSCI 

· access· and;w_~lled.:offCIA .. ··:t ... : IT,admiriistnitors;except,asi6~e~~e\wi:hpi.jzed.by,.;~~:~ 
. SS~l[sic].. . . .· ·. ·: .. :,<'.': ''. 

~... ,' · .. <. :·a, . •···· ,_ :, ~• • · •.• . , .• ·. i >:,· · \; . /'•,,.., ;i, •; \:\{~~iJ\,':
. . (U) Author: OIG 1·document· to:~the~SS .: .·-->,·'.· "'i •• : •: ~:( ·: ~·. ~:unknown·.~t.The·1did-D0tfftnd,evidei1ce~that>thi's was;prov10¢<1 ·-~~n.;;.: 

• ' ' 11 ~ . ~• ';~l.'' ·;. • \; • _. ' • • •, •. • ,.-. ~ . ,., • , , _ ":· l '• •. \ , .. • 1 . .:.,\•:•~r..,..• ,;,,,-...• ....:,~.:..,,(,!-. ;.l'.t~,.· ... '~ ·•• • 

... .~TJ.)'.>Ag<f~C)', ()JQ.did,nof ..doctinic.~t.-w.,.1'. 19.',~l~R.-.:.. )ft.,~/.:;'0,,., 1 

0 ,u.t_po.r~ii'f1i~ findevii,cncc·ih~i'.t.h!~ li~cii.i\i~d ,·: ;~.ti\:. 

·•.01~~~Joi;~5,;:;;,1e~~:•···:•·-~EGRETl~(lF.OR. N • . • •• - ''"<:~~:~;-·\;9:y~J7fcf ..... ~~~-;; "j 

I • ·•.. ', • , •,". • • ; ," -~:•~.'., ~ .:~ • 

: ,:::.- •• f• •' I ' • : ~ • '•"""':)., ~J 

••• ' .<; '\ •• ,.j, ...... '~. ·, : . ''): . 

..· . ·•.•'• .. ;;;:,,}.·,, c;;t,iti;c:)~~.iilif::i\~;;,s,\: >it':r2E,>,· 
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at ~..~:,?C~rn<;nt\l{._as 

_\..{ (. :··~~-:.1·:·:·~?{<· .. 
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RELEASE.DATE:· 

•.. .· :·::-...?_.·<i~14~~ari~201·s· · 

.• . : J;;~:i,,,/f.~t.:.;_g_:::_ /1}; '· .• . 
·. ·- .. . ·•J;.- .. , 

. ··'.' :0\9.{ound '•DOiC.~-ide~~e. that:Uii'efdocu~ent.w~s;provid~to :the :ssci ~~r~~' • . : .st~(idy~i~kftn7ihe 
•ou'igned.b '.either:art . , An "ern'aih{ovided. to 'OIO,jp:;re!~H9_n·Jb'tpir9.0·'{µ~~nJWfiQ};.,t.}}.~~l.i'fit.;.•· ·· · ·. '._ .\;: ·.· 

to:·se\7.Cf~·CIA ·officer&~en ?:,:fc1y~29Q9/Sf~te~"'·~~}.r:~.·'.Z?.1 .. -t~:;:. •:: 
fltpr_opos~:4.}1Pl!•th·at:we· -w~di~Qx¥{S$.:t.fi¥f.~!~>;.?.. :"''.i;:iil adempt-:t_~;f.in.#ze. ;':---:· 

· The ell!~l';ni~de:,referep.'¢~ :SSCI Not:i¢."s~l9sure .-to·h<!.V_irig =$t~ sign;-a .Agteem.~o~~DA)aij,~e{l. . , 
:010 :~~~lnot·~ti)t~ci;fiijddoct.im~r:t~tionJhat $igrie<:l:~ufAgency:=NP,:r\.;.··.:;:,;.:": ..any SSCI-staffets '·::'-'.: 

{uJ:;.!/Jii#P!J•s,, • ·.. · ... · · · · •5•fYt~\~\Jr~~!~J,')~{:,~r:~: , ·_ ·•··· .;, ·• •··.···•· 
. : .'. \6. ·-(Oi~f::1$e.-~DTI-1e_t.~esktrip~:wer~}>uil~.a~t.mo.~~~~1':v~r~i~p:~),?~:~e.·s~~Jfft~.·.:cl·-j~":,:t>/> 

._Ageqcy?•y<>r~~ta~ons. ;~m~ soft'at~'.,s~l,llity[?-1¢~~~e:s· }ac~:!~f;.;/?' . · .· • .;f;,:\(;th~ :?(J._pceptlon~ were ut in J ·:· 
theCIA to. .t~l~ss_1fi~d,1ri[~~~µ~n ti}~ . , . . . . t, \ :-.:~·: '..:;? :fro~:e~pl9.1~~9n,:1"c!~~9-_g :::t· 

',-.-,,~~~...--=r.-....-.-1.'•• d1aJogo_l}~~~1Qg,panne11;•, - t>·!-i;. C:. ,:::;....:, _L.1·B9Q,-.w_~r~:~tandarQ)ff.!}tl)(~~'' _..~I~rj'P.~1~,,~~x: 
. :::' gen,fy,:o/:?f.ig!tati~ii~.,7 , '. :;,·; .. -, · ,-:··--~ip('"'-f_J'.::.-"''.•=···..}:1)\S'-~ _,··: 

-·~. ' ·"lo.... : .. . ·~· 
f • ' • :~. .. 

·.. ,. 

•• I''·, j 

.... ·, .: . ;,. -~=--·/r--~-------~--~---~-~~~------'~-'-"-'"--'-~---i 
. 1-7.;••,1~, •>u 

r--------,.,..-,-----=--1....,.f,.E_xh_ .._,·°i""b.,,..°it=·D""',,:""'i'.W.,,,.·-:-:-::;,,--,--:-:,-:-...,.,..,-..-,,,.,,.,---,,),,: ti}~(\~~ 
~~~~~~-~/ QIG,:fQ4n<f~9..eyid~nce]~at.SSCI .·· , ,, - ·m¢q;ipers·:hadjg'€bn~pri~fe4.!9#V 

.....__ s~ific-toRDINet~-. · . ' _; · . ' •·.· · ._-:__,\monitoring . .-;',:.:\&. : .. .:'i"'· 
· ... :. '.fis_(;:~tu~ Th,e:~H~~t\~~rni!lgb~Ii<ld~,the standarg1l~o~i~~fil'rti~~~~~~t1~J({,· · : : ~i,:;:·:·; 
-:--~cm.s,~ttof-ap'a~~i~~ine~~,that~.\1se~·.ar~ ~~J)Q_Sedfo at µte tjme:9n~~~ lpgln;.,~%~h: \F . 

1

~n~ltid~;~w·· 
a~r~sp '!1.~er o~~Q_·tpe i~loe&ted)n,,:a :r ·; ;- · · '. : ... _;:-i·who Jqgg¢~f RDJNeb'·Th~:\\'.flTIDng djal~gv~'.l?9:ie:.tliat:the·::. 

, user h.as-fo aclaiow,ledg~ '.Rrior ;lqggipg.ln;.~e:<l.lalogµe of~¢.'..f.s>~t,~i~g .. . , _::L-:_to box_c9p~ist~' te~tj:: ':.,;· ·. : 
• • • • • • • • ' . . • 1· ,. • •• ; ' : .. ; :.· ! . ·.:. : ~ 

·.::-Di.i'sa U:l !i)'S\~m l :\ · \- -.•. i_s_ 99~ern11;1ent, and.shallbe•,µsed'for.aulli9rii~~f~~r.p§:.~.~~~-Il!Y.;i~if· 
'informatiqn ·or'i'this sy~tep1 '{s'.thepro·perty,of,the,U.S .. Gov:emme_nt)uig;._i'µ'ay•nQ~,!J~~~-.. , : .. , ~~-

.,""('I,' (. .. - . ,. :·-" • ~ ► ........ ·.~ ..,, ••,'-'J • ·~;t ... ,:. •• 

a'ccesseo".wi~out prior,authofizati_on·. use of this·system .. ·, ..,,. · -·Your- mayoo:a:ici,nifofed:ani:tyop, 
. :have no .expectation of privacy;'. Violation o(~ystem seGurity regulatiolis)l_ridgui~anc~-:· 

,.and_violators _tj~b~~tef·mayresult.in_dfsciplinebythe AgeQGY ·may-~--~dqtjn~,HY . ···/ . X::'./. ·.,
: . . \ . .· ;,_ ·: . . . - :~;~.·:·.. · > ;·'..:.~ 

. (U)° Acting General_Couniel Departme,:zi·of Justice Crimes,Repor:i- ih1,· .... ,'.":\•'.;::,.::;::·"''.",,>-~· ,. 
·./:,• .'~j•_ \• .. : r ... .•• .. ~-.•· :.:_._.•:.. ~:~:r·,.;:: "• •-• , ~ •.;::\·•?(,• ~ ~~ -~-··.;· ,1-, 

".· _>,I?f :(Oi~),-01f7'f~bruai-y'2014, CfA~A\,~ng·9ex,etal·Coµn~el,_,___~-,r., '·:, 
"ro(e't'? ·anc:HQlder,Jow1>9·ct:_the V._10 .,:=·.:·:'.. ::Ati<,fll~Y,-J}ene.~1; matter of .po~enti_ar-~[tp~~of}'1µ~:. •. , .. 

. USC §'J'030 (Fraud{and :R,e_la\{~d1\ctivity. in Conn~tion '\lfit4 Complit~rs) by?me&!l~fsoJ lite. , ·:.· 

.... ;~~:,}}!~~-,<t :•,··:·~~:~,--·, ,_ ··. '., ; :; · . ·:. '·: ..',:, :<·__.;!t~;: 
,'{.~:-:r.:,. ,!/' 

.-..- -'::'... '5,, ' ,· .• ... . ~ .::. ·:· ; .. 
~-,. _.-;.\:·1::·: ·':.: -'--~. :,·::·:._:-;t"; .. 

, .. ,~:-~ECRETI/NOFORN·.· :/i;:/ht~ti.'.,:;:··.,:;r·it::r,· ·. _. ·-·f · . ·~-:~\:r .._ 
.-<;:~;.:~:-; 
.. . ' .' 

https://lqggipg.ln
https://that~.\1se~�.ar
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REL.EASEDATE: • .. 
· 14-J_an~20.~5. 

·, .•. :_1•.•.·. --,\~-~_/\1-.·; 
_ _ . _ _., .. :{lt:::t:(:, -:_}::-;:::_,-,-.-·;\· 

ss~ro~~theRDIN~t6;(exhibit:-E):'.The repoff.d~t~il~:\11~tin the . ·'·No~ecR&/:ioio::tb:~refi~~/i:-:~j;
.. .. ·:: ., · · ,. ·.,.·-'~ .. r ... •\!·- , ... ·· ·: '"; -~· · · :·· ··· --~, _·.·. · i • ••. 1-·;t,:~;, .. ,•:-1:•,r;·'·.::,.·~~..:.-,,·:,r=7,.,•--.,.. _:·o,J";;,~, -. t''>.•~ .. 

µiem~r;q~the:~~9~t~ta.:f.f .pn:t;he· ifl~l!d~;t6:1:1c~~~~;~~::1.,.con~~5t~:~~i~e~~-h RDJ:N"e~Jl}~~t?PPe~; 
· Par,t of the systerp .to'w~ch,;t.J)e_:~~ri)J.)(;t_~q:"n'Q.t . · · v - · · •.hav.e autho'.1zed~~c~ess,':_ , . .:.,'.~i 

IV~ /. (-B?,:~~~iG.A;~~l?INOiNGS _, ,y c?:itii•.•.i::(;~~\~::_:;. ,: .. _ '.-~~:~1;1~.;-:,(')i~;:,,:,'. 
(Ti/;)."Jffxecuiiv.eiSummary,oj-inv.'e's.iigritiv.e . . . -.-. . "~' ·-t:'£(4 ?:i .. .-, .. _;._ ,:Fdnilings ·:.;,t•:--.. ::· .. · ,tf-· 

. ·•,' ·-- . ·:\_. ,. .. ·. . . . ~i.·'". . ·~... ·-.:-. _:::.··;-_·; ... .. :. .._ ~- ·, .... · ··: ·•:··.··;·_..... .. ..::-\·;.:·j~·,~... ,,.:~:~~;:~··· ,. ,'"':].:/} 

. . ' '~9:'. Jqiirii};!l~p~rttftj_r.iUegatiqM/~~t{;•t~r~t~fhi{i :{.":~l.:'(utlreµQ} ,p10 .jfi~es,tjga~oii ')\Ai·:' . . . .:<· 
aµiµ9#z.~t!~n : . ;_-·.~;; · iij_~~ntio~!}{acp~s1.~ ·tqe·s.~tIjs_!iaj;aj:_dr:j_~,Y.•without:#\~~~!~fe.£1-¾tl~pt®~gt~{!~i,efJ~l1i,.~ -

,: '. µcc~:~:. 1A:dqitj'.~nalJ_yf were 1wJ_tJt;,9!P.t:\V~e.n'·:·•t::\,'. 'three,'viemp]rs;:9f;the•,~DINet,Vft~am:·not:;:il!Il9id :-;~li{\1'Zh:·: 
µieinr~c¢nt investjg~tive· ~e?.~~-m·;l)h.~e.1 .<'· -int~rvie~ed ·aqdj'~~t~allffailedJcff9jsd:ose ~c~~5._s-t9 · AI:.•·:· 

?rive:'~~ i~y~s4~a_tion.diq supp.ort-:fo~:lhe · .. ,:,.ii'.'._· ·'\., . 1n?t.~md all~ga~on:th~tCi:P~rt:~~!11§t~:~tfme__ 
mterc~ptiqn{lf S~P.:fOmmurucatiopsJor-ttsreview of. · · ·9~_~st1.~n}'.~QW:9.Yq~,'.,~~";'\1d· . • ::: : r 111 '):/~'.': ;• ,: 

· revi:~ -~J~(~~-Jftfpi:mati_oq , '.:;;::;di1:~~t;in_cl~d~. arid_~~f{~¥i~~;~f~p~~J.Bltfi'e_*~/J(;~i;· 
emails of~S.q M,~~?ri~y.st&.ffm.e:tn,qc;r~-on. a ne w{)r ., / e m,ves,tj~§BQ.ll;-fc>9rio1~1t}?.l-~½. . · · · •: ·,i?:l,~-: · 

. Brennan·¢1d:not'~~tfi◊riz~ -th~ .orknow lh~ :c;xtent.of .-. •· :: . ,· ac~~ss '¢e:access·,::aqc!;QIG.:9.b~.n~·_, _ · 
· cor,tlictingte~-~-rno~Y,:~~gardirig::w~~ther·_or:not-.D/CiABrertn~:~~,ajl~tfP?~~~tfi~~f~-cJ{· ~~~_:~>:~ 
· ~v,iev:-pe~owi~4·~wtoe~~Oh~!lf~d..~r.,ye~~-~-.--.-,,~,. ~-tiL~te_r.)}J:W~St9,?~Pl.i~~~1/P .···-..~tI?:\:'\t.,. '.'_ 
mves(!g~ion .fµrtherf9und•lhat tl}e :Oirector:o ... llie:S.§..~,L . /_""',· .,):': , '.:' ' e~unty :aµ onzed a rev~ew,:of. >~ · ' 
activiti~s. incJuqiqg,t_tie•·reconstiuctionof staffer&;·toUowing:~,s~d,.ci'own_'.' ..... the emajls of .SSC.i .'':,-

.. order·by :the DiCIA.~d-arequ¢,stfo-withdi~Wauthorizatio~fbltlle,SS,Ci::secunty~offjcer:'•··,-' . ;; ';:· ' ' .. 
' finally:;,91~ inv~tigatio_n fqm:iclithat th<rGIA r:eferral-pf con'du~r;~Y ::-,:,__ ;,;:,Gi:igµna] ~,~cf~J~tti~~\1/;~Si-;,·,;:,(::) ·, 
predicated;()~tin_accµrate, to·the· $ei'.i-A.cting·'G(?nerfaK€q4,i;1s_cit1:~~t~~~• :, , .,·infoniuition·'providep, ··:~f-~;; .. 

··.· .. ·. - .. -:· .. ....... - .. :.: . _ .... • . .. ·. _:_{~_;_:~~;-._:".·.;·~-,:~-•-·$;--:/~:/~-:._·-:.:~r· ·:-~~ :. ... .. ..·•··-.:·· _-<)~~;:·'..: 
(U) Abs~~e ofa Eormai Memo_f,,a,JilwnofUnderstandiiig·'Regaj:ding:Oper,~#on°vfRpityerr-;.,,.-,.,,.,ihe :}r:.'-

• • • • •. '' ,. , .. ,1 ~·· •• ,, 1 

. . 21. · (U//FOOO.). fi~Q~vi<ieilce .. , OIG_dicflndt. µlat(a!fuial d,0<;:u.m,e~t.~-\Ya&'}~gteediu~tfri:;b~'.t·,:,;;,iu< 
__both. th~. s·sq~~:¢.ml ~ .agriem~rit' (St.¼f::qpr\iny dBddmen~tion 'tlla{ w.~l{i~¥,iby~ftq.tAt)::.i:'1:i?,' .. ·.~r 
SS.P. OIGdicl,J"md;'~owevei;:tq~fthere ~each~·~e\~~~::~~;OP\ ., ·.,,._ . . Pw~~-a.commori''~nde:rsJandJ.n~ · 
and the ~Sf,L:s~".enµ letters .be(\1/~n ssqi-chaim}.an.Fetn~tein, then_SSCI Vic¢,~baiW1~</;:;;::.: .· 
Bond, ~d.the_n P,/CIA·Panetta-wo/e-ex_.changed · ..in 2009U;~tcontain~_:«m~ugh~~~~:~~-~!,g;_e:; , . 
(o deijne-a worldng agreement. ,,The-coinmon-undei::stan~mg • ·.:-.:''' •· · ···· · '· · t:::;,?between iq~:-SSCl·anq;~~:f%.':d,1ci .. 
contain la~g~ag~:r~garding,a ,wall~~-.off~et~qr~ SS~f ~~~.~~~-t: .· · ·:•'i-·'.·>_'\;shareddrive ~or e.~c_l~i;J~~- 7v.t:.\~y_. ... 
when IT staff required access for:m_amt~nal)~e .. ln aod~uon _to tti~~~,otjfiJ}g . • . . . , '.f'or troupleshootmg .:-

. agi:eem~Qt,,t!_ie.SSClstaff e3:c~ilo_gin sie~~;1,,(:_./:.;. -were•p;ovided,a warrung'-at tha( ~eef "u~9f.-thli{ ·';:·, ; 
ma be•monitoted ahd,you·have*i:iqJ.~xpectatJon f9und~thJ1q:!1~ ':('·k ·, ,,/·:-: ~;;··of rivacx~:JQIG. . 'l 

ilfeouiset~~(JWINei ~~s,conneqt~1.iAt(h~;~-qf.lP.~lipyrse'9fr\· ~. fos.taiJed·a:r ·ox._.¢1¢ . -~-.,:'.:... ·;2/::
'--,-U-Sl~n-e-ss...,ahd as•coUecteci with\$.eadniliiis~tjpp;,of , .. ·' '.·,.fo ·a·:manrier.·co·psistent 

':_. .., • • . ". . •. • •. : . • •• 1 .• _·l '.' ·. . • • .' •• t • 

..... . . ,..·.~ ... 

· . ~<- . ,;: ;;f.:'.· . . , ; ., ., .: '. , . ·' :. :. · . · .- · · -·. . .:.~ti\~i,,;2?· . , . , .. 
6 (U) ·J>urs~;1ntto'.~fio/i'·l:.6(b)" OrderJ .im!!iid.eci; s,'I'.B, ynr:A:Ph;· .>: \ >'.:ofEx~cutivc i333, as_ ·and· Section_s VJJ:Al~t·~J!~ ·.;. .. 

. the 1995 CrimesRepqrtihgMern6randum.ofUndcrstaiidicigbt!f,11~n·the10epart1ncnl'ofJ~siic~:.an.q;ilie'.Il)t~Uig~n-~i-, 
Cornm1,1nity,theCIA is.required to the repoitto the·"0Qlinfomiatiori'i.onccniing fcil~r~h~rim~s.'. i,'. . .: , ·._·. ·.· . . . . . . ·.- ...- --..... . . ' •. ...•... : 

rnGcas/lNo,f~1f11118'1G,.··•· , . ·,, .;/\\'ff''.Iti.~_f_j{;i(:/(. ; /;;: 
·:SEC~F;.l'J.iNor::ory~}~..::~ 

·y.~·· .... ,. , ~ "I•; 
':\ ,:_;~~;'.;/~·-.,~/::~;·... :.;;· 

: ·:Y{ .~·;~ :.:;{~~~tf/:~~~E~::·;.1;:~: 
" ,.... 

https://Mern6randum.of
https://Sf,L:s~".en
https://w.~l{i~�,iby~ftq.tA
https://c;xtent.of
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· 

C06274838 {)R ... ,,.. ··-.·· -·-·~ 
_ ,E:. ·..{cL..;_':°:: . . . :· ';, 

., ;~\.,; 

·.' ;,,;;·:~'!$Ep~Eifi1'.NOFP.~~ _ .._...: ..:· ,, 
·•-.: .. ·- .. . . ·) .,-: . .,. ' 

~ . > i \,: . ,<.. · ;'• . < · , •. . .·. :< ... . .. ·:.. \/ ~.. ;/::~{. :• , I :\ •,_;;1,~;~~; • <~>•',,'-:'.'.:'~'.::~•.: ', 
·,.\t\:genqy~inf :sy~~~ms;;f,\~cli4qrial dict:not _·-~rma:tion •. filntlfdiun.i~ritatioij~ihifNliNt6f~~-1y,',_QIG. :'. 
. ·sec.~ritf:?~e~qgswe~e.~prpy{dajJo:9risign:e<H~y-iheSSQI"staff., . . ; , : · : 

~ ' • A • O ' • . • • t'.J~i(:'. 
. (UL(J,ii~utii~/r.;ized/iAA~cessf L?IM.~tand . ... Y~.~{.. ,.. . ,;to. R,elated._Taski~gs , , .' ' . .. :,. 

.' ..· .22:.(U/JECWO· the µivesµg~t~t;m;·:f~f~•found-tha~:.i~:iffif(u;yhQ(4;~.\;_,>. ···ourincou~eo.fithe . 
.....rfiv~·;,\ge,q~y_;offi¢ef, ;,:,·''~~•-•.-li•:.,ccee9eµ_~u~pqµieq:a{c;_~~~%:~Hr~t~)'~~~~~~f

lh~.SSCJ!side.:of.:R:F>, .~.tii/~_.es¢,~~~esses:_wel'.eiiipi,condric~ed'as:pzj;t:1of::J.1',a.o.m,inJ~.tratio_n.·r)i\'1ci!'~,;:; ", 
,. -:~• ,•'• ,r •'tJ:''!t,' -•;;-J,•11 ,,••:1-· .~..,,••+ "'."•,~ . ,..t. • •f.i'F- ~•,• ,.t. • ~ - •-•T~:••~• "°'.:7,)",(',~·'..,ll • '•!/1,~i~'\'~!~.l'J.~ ..~('i•.r.,_,.:i'- ~;~/ }'Y' ' .. 

._.rot,ititie/\g~p9frrtq!litQrjn_gfb~t·~ in,v~ti~atj9ija,ptcOfo\:fSS~I:'.st~ffe.f~!9JJWri~~·,\.-'"'Pim,:qf~~(C:IA '_:.., 
·•.•.c:opiesof docu.~ep_ts.i¢ferie<J;~?)~.W:QR.;s.,/: . ' · / · ·.,\<.: .. : ·~ 

., , .'.: .• .. ,,:I·:,,._,:~ . ·... ~ ·:·•;· ·:·: __~}.~:·1_::: ···r ·,.. ·.•.·_.'.__-··:.~·•~,\,~.,:.J.,.<·'•··~.• 
. --~-·:. ,: -: ... 

.. 

. 

tolcF0IG ilia( : · · ··· . 
1-ec-·iun_e_s_u_s_p-.ic'.io_u_s-.o"'""'..f"an__ p,.....ar_e_n_t_-s_ec_u_r.,...it......,y..::-b-re-a~c-=-h-o_n__ m_.,_ -em"""· ·-::: ·. .. .....,.:a-p"· th-::--e.:-:R:,:.D:--1:--s-y-_s--:-ie:--.~f;~Ql~J,.~, <:--· , {,;.,;;-.'in-:-:":::DT"·ec · 

\u~piciqn~, .froµi·Jett;~slro"m ~~~JS~ ··'li8r '::L ::,,)+<1!SJemroed ·ssq q~ah-,majJ,Feµ)itei~ ~Oa·afij/\·:tf:i;• 
.~.r-eq-cuc-.e....,._...... '<'P,at1~t~ll::R~~:i~w./''1~tfur ;~~i~h~:SiJ'aiot'.l]d~l~u~_JPib~~P!!itt. . ,. 1~-:ti,-Q.-~ the Af the'.~~ · ·· ~-::•~~-ppie~:~qf'ihe 

·•.rea,~o?for:~~ela~i~&.:C~C>lP:'e heaf~?-g. 0:o~~sf~l_. .,. l:-'.. :,,.,XFs·' ·cqnffrinati,pn. ¥:·CIA•pe119f~: I . ,,.,: . .. 
supposedthat !he>•;~anct~.RevJew"r~ferrefl,.toSRT d()Cuments·or,WC~sth~t:.rere,_~~e~_-{l!~~<?.:,"·:,-..: . ,. 
_pehest·ofthen D/CIA. Pan(?tta.·As ·aresul~.........,__~ 9ld OIG C...,----,--c.,-': · ~e,- , . ..'.}'.__ gan to•.~ons_t~~f 
circu~tances ofhow SSC! could have,o'btained.access.to CIA.. otu.men ons.i~ere<,1.to ., , • . ·,;. ; 

.·..•:·'.b~:~°.~~proptja~:,,aetwecrt·lateI>ece111he.r.:2?Pa~q·eari•-~i~u~:2.oJ;~~ ... . ... ·,.xpri~~□:. ··:·:};:ir_ 
. susp~c1o~s·tol j~d ,1!if~rmed':--:==-ifh.i,1,~tfi~:.R9,Il::{~t 'D~:Io s sh01.ild ,...r;,.'..o,' ··• .... · 
. reviewedtodetemiitle~how-SSCIobtain': ···.s ·, · • .... -·:··: '·'.~:'~1;;,:_:,,.2·.· 1 -·L, : 

1YS!~'!1~-;;:·.•.::::>:-·· .· '.'' ·'~,:··--. 

:--·-,-paru..,.._· -:.;,~;,;,f:,~--i}\t··:•...,.,_···a.1.,...._-;-ti-.::~--;:.e-,-;l_i-n:-e.~~-;;-f-;-e-ye-;·n-is-:L....~~e_m_o_r_a_µ_~.u-m-:.~~--~-.=~.,,...-e....,,R"""_e-c-:Q,-:rd--,-,-re,-· ....,-~u-rr-o-.;u--,.:~T');:'li.:n-,:,)::--.:-;4i-;-:sc-;.:-"o7"y~:-;,ty:-__ -~:... .l:.. :, 
dOCUIIlC~tson~J.?!:Ne!F a_p~~h_n~ .C/MFR'.').Exhlq~tF) wh1ch:c9[lt~~ of~y~nt~Jmw_ .J,..·:: 

. .perspecttve.:Ip tl;us,d~umen. nd_llc~rally ·conGl~~~pn · e •.•. 1.,-,r.ea.ch~tl_le:legaj. thaLJ_9,t .,<• 
. legal t~sk-memb~~s/o o:access-~eS_S_CI dfive:·aria . . .; :.' :·.·. .,~.aulli,otjt/J9, ~,.,..,..,...,........, :s~~d ~~-~J~r'<'Af~ .... ., <::~: 
.··po~ume'rit~ ..eli~yeti'the . staj'fers.~~re rioten~f,l,~-1 .. ·'_;,:/,: · ·--i:-~◊~W~iG" fs~!W.~f.1:uit.... 
. taskeq:theIT..,teamto-ookfor-:·sRTdocumentsontheSSCf.staffsfde 'on9J ariuarx~2' : '< . ..,,.~t·;> ' -"~.,.:~:•9. 

. . . .. d<.. . , .. .. . . - • .. '.' . , ... ",' ~- .. ,_"/. , ,~,.{~if'.~;;;:•· '},:.."~~:r~:t•'·' .,·.•;, 
(u)'RDUT TeanpR&vj~¾' :,, ..: ·· •i ·, -~--~· 

24... -=i., ··2014· ·aftera discussi0n~j' ,,··: ,--.· ~t~d-· ·', · :,_.:- . . ·.i· 

.DINet IT, to.set ~pa ~~er''p.r:o(ile:o~;RP~N~~%at~a.c;•·:·,...<>. 
~tih~th-e-:~sam-.-_.·_e_P,_ri_v.,....il-eg-_e-s-_a_s_a~SSCI.M~j6rity ·Le-·9-n~fi-_g_p_red~w-_. staffliser.1 ~equ~s~e4;9J.l(·,:.-· ,· · :> .;,: 

. acccs_sin·order:to-~P:·,G~qgl~ rmissfonsas:a:SSCIstaffer.to,s~g'Y,·P~fit'ed . .·~,/;..g~erie~wi~,~e saine. .• 
•they.were,able.tov,iewin their-searchresults: ,~~nti.1· 

1
;, f: · 

. ,theprcse~t~fof'WGR shared:dn_ve:tlifo4gh•-~r~~j~~;_of(tg~d,g9~lb' ,:♦·,J\\rypp~~.Pft.;_ilie.;SSCI,Majorit '.r·-}}:_· 

. sciirchre~ults.. Afte.r1identi'f.in·.·ilit;:'.docum~n~s----~~?-1a~pe.4:toJhef?l,d:er·"'.h~[;~~)}~t~;_.-/ :':':-".,·: ·,: ,:__ • 

·docurn~nts-re..11ded'ap ~---usy !f,iumm,y·account'w1QSCI:-li.k:e p~~~g?-~ to .. ·',,..,.,;'.. : · 
1 

,;\ 
. . . -~~~.:- . ~ . . .. . . _,·_. -.. - ·.. .. - . .-.~ ..: : .;,::r:_? _. . . .'-~· . ' 

· - .· · ·. ··.,' .· .. ,; ··... . · · ;- ·.-t,,:..'T. 
7 _inter.v,iew~_by prior:~ wa"s':jn,itial)y ?JG to.~ di~overf,o_tth~·MFR::Fqll9w.in~:~$t,: 

· discov~ryof tfie'½-.,..........,..,.-~~....., 'about-Its.contents · :' · ·:" .-,,·, \:ti_;,.echnedto be·mterv1ewcd •.. ' 
-~:·1:... _..,, ............·,, . 

. OlGG~s'eNd:,:26ii;1,11a::iG. 
..~- .i.: 1::--1 " . . . . . 

_ ....,-
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. 
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' '. • ,,:,: :, :~;J.. • 

. :': ( 4-Ja·n-20:15 · · · 
,·, . . -. -, •..i'::/.·· ._t,'..t.,. 1 ,1: ..... -~ •I q,_.;.____ 

• :. ~ . ';:,: •• ':,£:git:,.,:. ' 
.••• :': J •• • ,.. ' . 

.· 38. (U/ . ' · resentedDie with an·ex_cerptfrorrt .. '. ·· ·_l}rei:lrian the.i.'¥.F,Rf 
documem t:ou~d ·o~..........,~,~~-----c,.,..........,..,............,,---,-,D/CIABrinnlin·ioiqj.O!~:}'thadtt6re app~~- to: . ......... 
.b~a diffeien~ .i}lenm.)~HS: e.tween·what-lI°e.ha<;l,toldl l~q:~~a;'--~--,-,-'' tj~tii'n~pt~f . ' . 
In·.1y~po11st!_tifv;~e,~e'r~~~9( . g;_pr9¢~d '.~\\l_lla!~ye~-,Ql~S}igse~sa·,'.'D/CIA;,.,_'_~: _•bY: · : .. ,i;;h .· .· ::j.'k, 

. ''Brenmut·sta~~t::rr1fR;,;\yiould· n._eyed1se~-0~5·:W()f,~~ '.~ft:. •,, . . .. . 9(y.Yr\::)/:f•'.~ir.,an~~~~-:n_?;t~ta,tf~ : . ,, 
;Brennanf~~~,·~\&\'~l\\~w~~ _()n\~ :7f,i{I•!" '.~ntet7bled_m,g\li~~t·F~',H-\e4~~~u~~;~~}~~~~,-~J\~:1f
·:w.asmns1,1rt:lJfat"'was ed ·,tfiaVhe:Jll(~•-W.~egi_sn~o\!~.re$P,~ff'.';;t;t; 1\-a closeqis. stem~•)E>lGJA:,!Btennan··sta 'ff;.;-...- .. 1:for an· 0d th·athe:."co·'untedri1, 0 :>1:t1'1:':'_:,~~-:l,3.!:I-A·e-· 'o· : ,

F=-'---7,-,...,,..,...-.,-.--,----.-,~-,-,-...,.......~-,---,--,----~-..,...........I., .~~.;,~P, ~ ,.,,f'~r• I ·,.. t:r-:~,~• .,~:.. " t \' ! ·t.J>1:..,.-~ii.<>'-'•1,...,
~-~~aqiion to ·~~p,Rsistentiwi'~ J~~al'.a~thot.it. • Dtcm,..rfrenQ.fo'r ..·. ·. •·· · .. <jr~1'te,f,~tj~fu§tme;,~Ac;1~;: · 
~nderst9?41tha~:'9~;o~~up~:~nts '-Y:ia·:':-,-....,.....,....,...,_..,.'P.19;t}~~fenl!~?.l~~!~~'..1ihft'!~e~~ted·;,..;· ::'' · '~~'.~efe'.t'9uQ4 :··>:. ~~:~:.:h.~w. sip~ ut · ft~}.f~~ff.W.;~tS:\ ·~tthefaocu~~ntfgot to ,t.Q~$~.OI . ,p~t iditect·'.~¥0.~e . .. 1

: '.'' .-.~'./i 
:<~t·' · ..~·;,,.· ., \ ·,·, ..... ·.-,-.··~·-., _,;:· .. 

• • • • •• - • " •• .\. • • 4 • •• -~!;. ; : . . .. _·. . ...:, ...... ~:~ . , ... ..: : 

· · 39.,. (U/iFQ®} _Anwet.ing"was.heldin the ·Director',s conference.'foo~ iIJ J.he·ciftenioon.:-~/:,:':_·:; .: ·; '·;/~ 
of14Ja~µ~2014f~.tt~ncied-_byD/CIA·ll°rennan.,...,,__,...-------,.=--....,.,......,c-elC),i/. :.':.: .· : · .. ;: } \i~;. 
~ea.IHiggins {Ohief/Omce of Gqqgr~ssion~ Affajrs),L-.----~-.,...,·Execiitjv¢~Director,- ' .. · · . · ··:.:j{,•. ':( 

. :',Meroe:_I~ark;_-and At _U}i~;me~tjpg, e~p~~se~Lsurpps~-~4'._f.~n¢e.iji:at'.tli~·-·:, ____ot\}~i:s·/ D/CiA '.Brennan ·:·i_.:\ .: -~. \;~~~ 
:-pres~nce-of QIC ~fficers;,. Several;witnesse~ told OI~. that 0/QIA 13repri~: W;1Sfyps_ettj1~t~GJC :,:: : :, :_· :c,:._' · .. t;fu~ 
'had pee~ingag~ '.-intth~jnqq_iry pptk~r•tli~'.coun~~pnJelligeqce-.? . '.·' >·/<;'-/(.',,and-was concerned abo-q~•-t!:e ' 
ann ~f theAge~¢yj~v~,stitating:tlie,-a,,ctivity.of.SSps~ff~rs.:·~/~JA'B're~ri,,~?,_i~t'atef.:1''1!1:~'fa,~·-:·.. · . .,. , >\:. 

1:>eerr~qonn¢: to111:~Xz·~o.ne.~t!9_~_,;;;~:._. smyr:iseq a,~ :thei~?{~,~~t,h¥1-3:1:ea9~/ a.~d·t!xp~lCftl~ .. ; .-::-. ;(. ,', •/' '•I~_~ ·;·?:-:•t 
n~ee~p~'~0~/0.cfor·an.-~?1~else ?l9l~}ir~~~}!\trl1,:,o~g}~~he;,··'(\_':: ~. o_µ;~e='.)tecth:orfor~?-~!'r~\4f'· ,:~~1- ;,-: 

· did ·not ta_~k th . c.....-~.-,. tJlyfe,shouf ◄ ,:, ;, :: ;; ·, \". viey✓.."_ an<i.iili,~~: µ,notjia,vebeen.an~.oJher~,wor.kJP~(fgr,r_n~~: . ;, :· , , ".ii\'. 
after.the-meeting·Qi:lthe•114-J~~~ OlG'tl(a'(:~'1was'.,~·~:•.. <?·}ir14:.·:01cikBrenhan:·c·onfi@iQfW!tl{ _;.'.,. ·,:~~ 

1~surprise~._wtien°;niI~¥,1~<l:cJLJas· ~ .. .. .. •·. ·::::-·;;Ji~voiv~ inthifreview;i'.,: :, .. , ;:'.~:i:~(;;'.}/:,;{,i'. · :"::.:'.{.:/·:::( 
. . .: ; ·.· ·.:-. . . . . . . ,, . ·:• ! :: ~ .... . ", .:•~~.. ":._.: ·ri.·:· .. "( ·_._;.It{--:· .. _:!;Y~!. 

(U) Office ofSectir.ltyCSybettBlueTeam-Review· ,·. · ..:;:,,<if~-·•'.:· ·,·- · /· .·.-: ·:· if"~' 
, ' • •' • • • • . • ·• ·• ,, • ·-:; • • :t I \~•J.~!,_ • ··-', ~~- . • .• .:• .,~•~; • 

. . . 40. '(Ui/FQB:O) D/CIA'.Br~~hirl:gayithe ~rde~:t~t-_< . ·. Dunng:the-~eetiµg on·J4 )~~ary. · 
·:_!'stand 9own'.'on:-any i)e·~oµld;.brief:the,-SSCl apd·. :. . ..... :_,..fii~ber-revi~\ljs'-qntil on P.:1~-~~ge~Gy'.s,~ori~~riis. · : 

the:~ctions,~en. lg.da~~;,,()!)i5:J<inuary·,D/Pµ[@Dan brief~:tii.~<s_~¢~-~~ 'pi:?.~t>~S~joi~~'.:c':. : .- .··, . ·.: ;>-~ : 
review•l?et~een~e•-A.gen·cyahd;~SCI-_Secutjty_L...._~---~~--~--~fDIC½,'?7?.r:enn.~ th~t ··:·:;=_·_state<;i .:-::;.:C:·:·> 
he did not think:'$aJ-Chainnap.,F~inste_in e~pli¢itly agreed to aj<;>intreyiew th,~t_g_~Y1.·b1,1t .did_·n_9t· 

po·or:.cijs1ru~s ·DiCIA .Brennan:·tnought'~!:.Cb'airnia1i:F¢in~.tei~·explicitly._::i~y: the.c~n;vers~tion. ,.<..<"'.',

w~t~to ~loh,,-,_~aboµt,ft.ancl6onsider the idea, furt)ler.' .D/CI~,Breqn~ stated tpat . .11e.,. :, . · 
did noU~sit':anyP,'ung' ter~tlijs,'r~eeting with the·ssci, and-that,it:s}louldhay~~Q~µ'.'ag~~4.afitlj;,• .. · ~-
9Je.Jafter th'e II!e~tin:gonl~~Janµa:ryin ~~~:<;:oriferente iill~w.?rk / ··... roomftn~l" ·sli~4l~~li'~v,#,§~~pped:.~"'· 

· · · · · · · ::·:: _.:_·.;_:__.... ~:·:·~.. :·:~.i~,~·.~:;r.:·_;./_:- ·:~-
. · · 4}-~ ,· (U,/~) ·Betwee~16:an~,;17..Janu·2014,'th¢'.'.Gl~'-0ffiti:~f:l§.~~-~fi!Yjfx.tli}~\\,·. 

BlueTeam 9 conducted.a,review of..theRDINe . 'old.ings,an·dproouc·ed 
. '.: .. . .. ~-! . ~: ·,:_ '-----~..,....,...., ,__ _ _,. \ '~-\;_ .-~.~- .\' -: ,:.~~:·~t:;::._~.i-~ 

9 
(U~) "The ~:i~~·Team,i'ofehft!~l)'1013, f is~;}i~-~~iri.~sCyber e~tahHshed: [denti~e~v.uine!jl~i1\~cii:f ::. 

im~acts to !Jl8~e·educated d~jsions,,aiid partners _with other. organizations.in or9erio·111io,~~~;,nsJc~,,:,amo~g;~~e~:,,· . :, - --r· , ._. 

du~es. · · _. .' .' . ' · · ,; / 

·. OIG Case No.:2014-~111·s-1G. 

: 1 ·1···•-.-:',1· 
-·- .i.·. .......

:.~'c-.. ::.·;_·:::;·-:-: . . : : .. ~. ;--. ~~-~i": ' l;~~:r : ,·: .. .... _.::__ ., . 
::. . .. \:-_· :. _;_. .·.:c.L:.!.·;.';-:,.,w;;,:~L~, 
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·.. '·. . . . .seca~or.~:;,• . , •, i~;~,~li;-'d·:.':"· . , .. , · -~-~ 
·~:r~ ort~~!~J~J~nll~:ioJ4:_'-r--,-~-~--~~~~:9fffc~~of.·S.ecurity;'.tdl~ OIG .. !·'' 

• · Uiat :O-S(b~c~t9~/~~~-ofahe ~~,OJ~v,ents:on 15.1afttiaryio1,f;·:-W.h( _ ·9nyicte. 
· ;a~ ·home !to 'i~q~i_r~;:~ha,Utwould. .a~~~~h?e,yiew,. ,q_Iq . '., , ·::: ..~~ Jo,:yonquct cd~f~e,(litllat,,~ .· · 
. ·., .. . . -~ no,t.pr~,s~nt~t ~e44. anu~•20.lfi rn.eetm ,.~1thI)/CIABrenn~r,~9:;'~~s not ,i, ;(· : 
,, .. aware ~(~he:~~iwdgp~q;order.. . ~~~te<i'tha .P~~et~ .. '.~h() '· /~::·.';,'-: ~~P}<P.?f~'t~L 
r7h~1,sse1,st~f;'\f.!;~••e!iil•!}'<:W••!<r®iliWZl\i!ll!li"f,<;.":;'~¥, , t;teilll,¢Yc ... ll~c:t:: .. , • 
-~¢-to.___.,---.....,--'1.:,1.(5~~am~ary~(;)~4,dl,U9J~l! . ~~tel;mQ.1,.,ig,~t9,,~0,!~/f:4!Jp ,:a:•:· ... 9.!).~~-' 
. .,J?int.secun~y .reviei!iqf:the RDINei:i,0n J 6. ~~acy 2014''---ca~-~.,...,,:majl~'_.____,.~~to,reqµe':st)}i,';°: 
.concurrence.olj_.tl}eplan Qf action;.de·· · · ed by the Offi¢e-.of Se:cutity; ·:Also:QP;, :.a;m~.~.. : .. _.'_; 

. I l:ece'ive<:l,aII·emailJ~ : statin~ -~~t :th~y.:were ,on:~'.Sl{UlO . :,,, .. d~.'X~~-ifqr:f)~-~[)t 
· secunJy.,re,v1~:w.Qµ;17.J~n~uary:2.. -~~ sp<>ridea.J. .,__~~~_,•r~9~s.i?r.. . . • 1:,,: ,· ,.· ,:;r-., 
:. ,co_~currenc_e/': '. :th~re :ltas::been ,.,,n~o/,._ev~.opment'1 .anQif~~est~; ;"1f_yqw~iijfs9ftl~~d,theX;-',~~~ ".: ·,:· .. C• •• 

1:'Pirect9f sJ)ffice arn,u.pd8alq:thar,~9ul9'.fie-i.deal:" r.~R?.11~e,1to. .:,:::,;; . ·,:._, :om.gi~:n?ffiqd~anx. '' \: !~br~t\,,; ,. 
· 1 :, ,,. . . irecju:esf1for:conc,tirt~nc¢; 

J. • . • • .:'}. '• • • ••.• •• ,:·-,•~•.:_~ .. ,-~~ .• < - , ..:• • I;.,_•,•.·:• '• 

• • • '·. • • • ... ·.~-~ .. ,~ •• • '·•, ,.---........,- ., "> ••• :. ·.!)~:~:-~:. 
: _ · 42 ... (U/~1 ~~~ ~opie -~_ ,.C!~. :; , .an email to:Hi_ggijl(!µid .......... J:6!ilnuary-: 
.2014 and ~t~teq ,th~i SS.CI Cbajrm~ ·Feinstein .woµld ·be_sen~inga let~er:to -~;PlCJA tije _: ,:- . . . 
followi11g ~y.r~ue~ting:µiat no.foij~sic ·examinatioq ofthe ~Sp "i)etwork\':pt<;>_ceed.: ... ,. On ., :-
17 J~f?:µacy~Ol•k.G~~at!Feins~e_it}-~rote:to :>/:.i •. D/CT.A-Bre11naniand,request~J~)p'eµsion~~.f _: 

,access·to th~.f~rnpuJers· llJ;l<tne_twqrks S~CI.:cm~::anyfof(;n'sic1W,y~4ga~o~ ., "·: USy~i:(b)',:tl\e pl~Q!:':f\l!{' 
f,by the CIA,:,:ct1~ fein.st~jn expLicitly•:s~atedin ~on•si.~6-(~b~;:--::~:.'..:. ·. the:l~q~r ~at.untirshe_·c9ijl_d .. 
· ·matter filrthei/0/~IA llrennan .did noi;qa'{e-her agr~ineiit·for ~y inve~tig~tj.\,:e)lc,:tjvity./ ,'' · \'.., - .··: .· 

..·.. ' .... · , .,_ ·.-.... ·· .. _-_: ..lZ'::···::;>,->< _:',· ·;__-
... t9l~tOIG .that on16 J!iriµ~trQ{(#,bthe,Cy~er J:lhi~·::/ : .. ,:,·_:: 

.. Teanf to review ili ~~...., DINei tat~_efiaLJd1d~qJ;~k • . . .µppivyall~:;;\(~: 
, ' . =: ~e<;a~s~_itW}~~;~·'.it.i_!oin\.tti~Q:.g~ peiwor ; ._:;a.r.~;-~-; f~rtq~tsrJJdtliati~tf~~~-~iJi{!Ti:,,\l··:.:·::'·:_".'·,:_:~·: : 

...., · ... no~~ fun~_t1,qr(f9.~.ilie · ., .. CyberBlueJe.a.!1)·::,,:--y-= h..-,~..,-,.--...-~--..-"'"'c~c.ap~~l~of?:~•-;J:.<·.:,· ,,.·: 
perfonning. 'such a-review''. L,-~-___, tat a not,. ee - at ·:- _"" ,"-< · ,•asl6utrol?~,~.;,,"i,;t:-_~\:.:.;_

time ,~~acy·20·1· ~oordination-;ith'CIA le.i, ers ._PJltanY ..On '=,----,-'e~:?,.,-..-,,--------~•-::,;:,,. 
and advise that ~e SSClChairman :was'drafting a le~ter· to the Director o(ttie;_ .: ·.: ,· ·,. _ 
requesting-tQstop the e9tire-plcµi of a9µon f9r the joint review..J [de")cfibed;~~'_'full · 
plan ·ofaction"-tq bIG as .. -the irnaging-,ofRDir•fot and aJull:forerisic-review.-arid'stat~·.thatO · ·' ·. . 

. i:riterpreted·this as1a r,equest to :s't9pJl:}e·jqini:forensicinve~iiga\io.n.. ~9.~PC?.t!b.e1_~eve· :,~;h/~' 
that. tn~req~e~t·a~:~,~.!~~d_.the ........,. ~--,,-,:or:.il.iaiCY.q~f;~J~~J~~:·reyi~~?f~~?.reviewi'~___ ~e· '\'· :., 
wa~ a}qn to. fo{e\lstc' a,ct1M1ty; ,;. , · · .·:, .; . :? ·., , .... : 

• ' • • • • • ' • , I ~· • • •• • • :' • ~: : 

. 44. (S/INF) :On _l7"Janu~;·the Cyl;>,f!rBlµe r~_,met wiililtQ'r~view"the forensic.·
I ~enera~ by·the Ssq,staff, i~cluaing recons' ,"~ted emai~een'SS.Ci'st¥f.·_<>~_the /~ 
SSCI side of RDINet.-The Cyber Blue-Team Report,~..,...-c---r--..,..,---:-.:--;.-;,--:-:--= .·detailed the--_· , ·; 

ata•surroundiQ~·w~ i,n~q~_<{~4~~;team's ,e,vlli~.atioii or:RD.1Net·system·d 9-ocurne,n~ '.\~¢;rgpolit ·;,l!, ·,r, · · · 
1 

stated that a ·~congtessjp_nal ~se:( was,able to,navigate·di,t~tly to-~ '.'shar~ci'<ljt~Jpry'.:-;~~-·:/ ·,. ;-,,-,,:' · .. 
access· documents. never.intended '.for .¢~seI.nination to" "Congress ion~ ~-~ers:!L(Ibe -reti0i;t'statep~\~;;:, . :·.· ... 

: that the user first accessed:t}:le djr~tory on 9 November 2Q.i 0, and.copied~he:~ta c_ontai_~~d·1,.,;;".. ' · · : . 
; . . - .· ,· .:; ' . . . .. : ; ~-~·....... . . 

. .· . . . . 

OIG Case No..2014~:1-1'71·8-IG· 
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~:.~~-: ,., , ·,._... ,oJ•th~~~ff1~e,of_'[f!~ctg!lP~~~a~,?~d' 1/?. :,.,,4~::-,.(W~~/Fh!~;f~P0.rt,;1s}p.e,p~ope,nr ii:~:-.~--:· \ ... 
~;i;;.;_.· ~~ty.. ,: AiJP;f?Pi:i~t~:~~~gµar~~~~~~1t~•b_e._•,~,~'1~~(1~~f~q~~gtt'•J'- •• ~~< · ·:'......~ •:'~~lG-~¼J!~E ~e~'?~~J~-~l~ ,:•·· 

.~h.C!~~~i~l~ 9fijqals :'~po,h~ve ·f>~b}~c,i!~~?l?s.~~-~~~~fl~~:rJ.~}~r. . 11rp.it~1~!o•~~- !l'll~e_d§~8~~ow:' /,;.
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(U).MeiporandqmofUiid~rstancµng ·"(Ag~ncy auth~r), S~:SelecfCo~4~·~n 
Interrogation· dii:te<iIntellig~~~·s Review 'of. CrA'sDetentionan9_ Program. 28.'.~ay·2.009. 
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(U) Le~er'froni_Se~te-Sei~ Commjttee·on Infoliigep'ce (SSCI)C~,an Diaru\e~f.*~iij,•and
• - •'• , .. ., • ·' . -... -~. ;:·. • ... ~' • - -~·..r-=,~ •,q4 ( :>-~.::..... .. ·,~.~~

Vice Ch~·.qui~iQpher Bond·-to.tp~Ii-Drrector, P~.~~Centraj Intelligence;A,genc;:y.~_o~ 
dated· 2 June 2009. · · ._../: :.:_ / ..,_y-,·,~:. 
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;· ·: .':Wc~jpitc·that~~ent to.th~:condi.tiont~nfaddrijfyp)i;.~n~·
about. . ·ttee . . . : . . ," . • . . . . v.etothe Committee's . ·.. 

, ., ~S maten.$., •· . Cop:inµ. to~ ~~ ·' '· · , , ... ;s;::,•">l'.• ·-~ t .. · . 

docuµi~t ~~---W~•look.-fot.wanfto immcdi~·staff~;.-~.m~m~~al~.· 
· . in;_~on,·-~.expeot that.-the ab<f ~·· djsais,_i5>llB~~-9ver- to .t{le 
~~yJnf6rmatio.iM1~a matt~ rcstrlcftd•tp·tJie'~~-and'tije·~-Y~~~~
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.'~'.- ~,~~~,~~ces;~~~~:~~i~i;~~!:~:-,::· , .'.··~:., . . . . •·,. :We;~lui~i5!?9l-~~!S.~,i11vol~, + : .<:~-~~:...... 
. ~o tl,ie·:f~;of1~f~~;~ ofunportance tQ-the·con¢lus1ons,and·~rnrneoot,fio~:.9f-.·.-~' 
-ypur.µnaJ·rq,ort.-We.ao:noi'~'to;hin,d~·or~·~, bijt_~ dc:r~ ':Vqrk.Y.~':4> 
wi*J~·.to•CQ~vcrwm~ry9.µ•:w..wi:,to:cobvey-wlwe~·theS8JDC'®.i~·.~J,(,g~p-;?U(~~~:·:' '·!, ·.·::~+<:':·.. : · .., 
~Qn,S}up w,ithour ~~-F.tners. Perhapsnoti~g thespec~fco~ btjµ'g·~· .. ; • .. · · . 

. referenced audrewon:lininte11inence·. videdbyforei liaisonseivices:so.thatit stili:'·'°- .· . - _·. 
.... ,· .•. !:: ~ • $.~. --~ ,~ , ·-1.'" ~-~ -· ....~ ...~ ..,\I,,'• ,t •r-{:;; ;~-.-~"),..,_ ..... ,. ·"-t'I.~.,. ,,·· 

C9!}Veysjour-1J~~~,~e;\ylille:ilistorting-where -.: '.-·~;=::',..~ inf~QJ1<ma,y~e:pcriv~Mro7,tj~~~ .,_.--
. . . may~ th~,~- ;~ is)~>~ mcapingQrJo#e .qtµ'..iptenf to ~-the of,yg~·re.i&>~-

jusi-~,,dµd;if is~,iii thaJ;pro~-~µr U~{~Ji · 1:· ", .·i(war equi~-:~W:fiyoul4:;~~i:~>.. · , . ';,•:.
· ·that bpth ofus\wuld•be ~-~cnt-on tbis.i.$sQe·an,r~~witn ~ other~tp:.~'' : : . :': :_:·· ,,,.·:,,i." 

that Y~t(~ copyey"wfiatcvc:r can ~n ~.t,i~ are~:_:... , , f OU wish~-~ ~-tbm. :9'{lr 
:.J)nrt.~.- ·. . ·.. . . . . . ··•... . ,: ··• '.'~.:f::::.-
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9. I thinkweareallin ~ent on.thecomputer issue. ln:anutshell; ypu-will 
· have a walled-off barddrive oil our network. No CIA personnel. withthe e~~O!l IT 
. supponwill haveaccess·totheharddrive; The only reason for.IT access to·the~ 
drive ·js for It:maintenance and support. Thisincludesaddingll,18terialto yourhardch:ive 
for your review. ·Toe SSC(retainsownershipof anything create4. it is SSCIonthis.drive, 
property and will behandledaccordinglyvis-A.vistheFOIA.. 

1Q. I thinkthatcoversthe~ jssues of our discµssion. Please-get back to me as 
soon~ possible..faminierestedincoming to a ~lution, one way·or anofb!=r,·as . .. 
quickly as we can. Please do notsendme anything "official" until we can-work this ~>Ut
o:tlline. . . . . 
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EX$BIT-i0.(~) 

(U} Stanqard Qpei'ati,ng• R~vif' (authorunknown), undated.Pro~uf~s for-SSCI 
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.: i, ~ I 

. . . "' ·: . . r_:_,: ... :~.i·.'~_,"....r 
'• ' ! . .'. 

-<?:'.\;__~_:_}.}_:,;;'.,.:_,·;;;_.~_-:·,;:_',:_}{ .t::'.·_-~; ,:::i· 
. . . ,··. . ... .,, - I •.': •:~t•:r:y:

: . :·..,·.~- . t/ .. ~. .:.,. 
-~• •· ·-,Jl~•/~{' . '( ,,. :J•;~';'' • /((!);0thef:lliltiteq)R))INef1Eve~~.· 

' -~ . ' ,. . :;i'-: __.::··i' ... , :· • .• .• 

, L-!CTJI/FOUQl'ThelOJQilepneo:of;sevcraJih1)toficaJ1mcideilis:~l~·to;RQiNet1ii~lfihgi'tJi;::;:.-:"''., '-\,. . ·.:·.• :, :_: 
coutse.ofthis-jnvestigation.0incic)cri~:~~'.cited:t}y;muttip.~1h.~ew.~as-~imu~nstrat~g·~1. :·: .·ne· _-.. ~. 
~SCI ,users v,'ete ~iously aware•of;-Agepcy,m_oil~gof~SCI·activi1}';on,RQIN¢. .-i. ·· . . .· ·:/ -:, : ... 

~ . -~~-

-2.(Ulll-'Ot;16)In Janwiry:201Q, viffiia.i~ CIA RDrt~m,~ovec(8J4 d~m$i~•-ftoin:the . 
. Rtadbtg additio~.setof52.cJ9cuinentH111. ~ ~ ~ intenii~~-t,y-di~Room and··an n May tot q: 
. OIG ·stated~-~ese Priyilege":documents-tfi# . . docutneµts·'.~rc;'.'Exect¢ye Ji.i·beq{~onally' 
co"1ingled·on~'J{J;)JNet with: i~~on·to.th~,SSCI. '. __ · :-·: ,d~en~-:~4¢ \yh~o){~~-tU:scp~. ... 
.lhati~~id9<:ume~ts-baa'1~n;a'dd:~•t<>-;~e~v}~;l\~ip,Jl~#J;~JJ(~m,r;~1tb~:~)'~~iri;~~Y:~l~e,;:· , . ;,,::,:·::~};t: 

,w.ere:removea;rrom .:,-:.,c:IOQuments.f{i)n:Of.(S~Qt'1Mt&f201QN4ef}¢{·,1eapi~'in~c;>m1~j~sct:~i-documents · . : ;_,. , ,,,c 

1:thevirlualiReadiil·,Room.SSb'lrstaffer~---~:c _t:Bri'em~il\tol : 1·_<:·.<. 
n_·,12 Q_.is,tafin.g . . .- ..,,:/'.( ·-- -~:, .. .-:Nfay·f<U thaf~l!l',;un~~~~In$,<J.(the,,grtjlJ~j~~-

'-=.w=_ __,,,.WJ~:.,.....YOrast....,._-:Y-~--,c-'_w:-. conip.u,ier~syst~_.on,\~tiich'!~);9µinij~ ti: i\ :,: . :: :; ·'.' .e=~=~=--:-T ___ - ~~~,',:,'~it:thc ~edJ~!be\~9~ng): ,-u...,_' -~. 
' WOL!ldorilY::tie 1purelyadmiriistrative;-IT.'actio~;-~,.CW.smi;'.."' :· '. : ; · ..~~·bY,'.GJA. perso~el'-.for ~oqs '·-:, ., '•' 

· ~moyi~s:~L!m~ts•fro~,our,8YfU'~·~-~-~~v~4Jly 1J9t~fnistra~~;")~~-Rf'!:i.~~H,~i~i~ii\/(·~:/:.~:}>~- ·):;_IC 
.. mfonnecHhe reJevant C:~•empl_oy~,~rno furth~rd.ocuitf~f!ts,shol!l~:~:te'!n.,by~•~~~'tlj~:~.eaajqg:._. , ... · .,,.,.. , .. 

,: : 
·:- · -~~i:'1t~or_f9.~liiqg•withtb.eS·se-i'statr. ..-.:,.\ · ,,-r· ·.··,/t~~.11_\·.: · ~ ·.. :·~;( 

;___ -~Dccem~-~·;!!!_be~---;,~--~-~£~09,· • that:~ ·>/ii·._____i_.b(!d!1J~tm::J·inh_'.. ~-~------, 
the·sscn· ':: : 

\---------~_In_'J_!lJl_uary __ . . ·-~ µilving,a. :.·_·.·,: •:••·'-~;:~--~-~-_1_...Jo~-the~~c/fudW1_.- ~era,·m-~e:~JUC!:.·.: .' 
·.: ~=~:fu~-=ifacil~!.s::te-RUard.Sufd~~n~:~::=:::~;Jf~~~~~:~~~-·•__.·:::<·· 

referredto the CIA Counterintellig~t:e·Center's CoynteresP,ionage employeewas·Group(CEG),-and.the
removedfromth~-:~. · ..· - . : · . .·. · · ·_· ··:. ·. · • · · ,.· · ·_ ·:,.~,:-.,,· 

4. (UI/FOt:JO).:On6:~y;·2010, a SSCl~~r ihe-A~:~e a~ility.·•u>,~a. .requesmd\~m ·,, 
sensitive document 1hmtthe· RDlNet. · ~ $SCI'staif.~~~ ~ · .. ·to-~;the pri~t restri~on by ·.· · · ··: 

\-----~~ -~~'--,viewedf.flie;incidentandrecommended possi~ility. •. .·• ,., ...._rem(?ving·the of SSCl ·· 
staffers-utilizin~---but tii~'.~bifity,was:because 
it couldnotbe:remov~ or disablea. Th~-~i•~;d,~ussed\---,tli-is~iss-ue-'.wi-.th-the_S_S_C_-lsta_ff,.,.arid-, ·.._-remind-.~.-._...,...eel_,..._,..··-

th~ oftheJieedfor.securityofthe-sensitivedocuni~ts: · .-. ._ . · .. · · 
:· ' ~ . ' ' .: .,. •' 

. s;(VI~ ~~thJ:.SSCI~~:fti,~~,.In 20, 3~~ ~ 'riµriib~r"ofdet!.!,iµee•vi~;rt~~:i,rpvi~ b.;_ 
req~ by_~SCI·~taff: ~ uest ......·· , · ; ;: . The·_RDJ;~iew !':Val1J8.t~filie- ,;~4;4I;1ennined:ttie;v.@~i>~_:to1~ 
outside·o'f~_.scope pf.the SS~J,review.}\~@pg SSQI~sWfer.asiiert~1c{Jii,;~~~-'- -:,-·1P.,.,.__..,,...-,the . . · .\<··'?.---: 
~yinghehad1e,docUJ:°ent,!¥.de_fined and.that·~·wei:c:f¥01·;reSJ>At#.fieth~_j~bn;9f-tli~,vi~~ :. ·," ;:<:\1ti' ' -i .. 

detainee sites.-,·.~ staffer_"resenteo .. ··co : ·,.'.>'---·' '• ..a,baid&i ,f...:....~1.~-:.;_;_:~!:..;;-"iz.ed.:as1a,w6rk"".. . , . • . . I! _ "· PY ~ ~~• ~~ , , .. _. , iµg ,PY.,, . , . -, 
. roducecf~.the·SRT't1:am. wiilt\the·SRTaoar ~ ·.:,1,-:,::oonfirfued: sts-thatthe' ·w5~,~fd~twc}e·n&: ..p "~- - ,• .... . ..... ·- ' .. - --~ __, ·----.<•'. req.,_.. ,.,,,..,,, " ... , ... 
. respof!Sive", aruf.that•,Jfof e·tes~ive,vji;leQsJroiri"ilie Th~ .,.-.;,' '.' · -·sp~het,it11ja4•,a1~~),,eieµJ>ro,videa- -,::: 

. . . ...... _..... .. . . . .__..., ,· ... • :':"-''·, .. • ·,.'1t·,£'" .... , •• .. ;•:t.':,: 
·: ... · !,~;;-· ..., \,, ~ ., -.~ 

,,, ·. 

. . ·... 
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uNeLA:ssu:u;q; /-FGIJO 

RDI-n:,teamrevi~wed. could-have.~s~:tl{~_ SP,~heet-:arid~hypoth"C$,izedwaysthe SSCI ·~taff that~
thei:emayhav.e ~ln~bility, ::r.,q~.team_dis~ver~,(~·theGoogle .. J~n_ a Google searc_h:jlppii!lllce .. 
search8,Pplian~;was·capable SS<;;l ~-~-e.RI>y~~~-_slde....:of.~iiifb.ofl!·the: si~e as_:w,ell 9fth~_· 
Spartan G_ate:_da~~e: .111¢ ~hpw~-~i9~eil1$, fro~:~~.i~f~~G!;wif~~!tsot9~l_e,~~es •.':· 
A,gency,sid~~o.[-~!NetandJnc!y~~;a_:liajc:to of.~~ca~hed.veryiqns ~09,llfl)~~~'.p,yheni~!jc~c!;JJ.~e.'

,, , -~ ....... l;; ,•. f~ ,. · , • •. ~, , , :· ·•·+.,1: , ," , · ,,-.,$,, ,;>"""(, ,,, ··, ,. l ... \"r"-'· 

ca~hel~:pres_eijf#M.he 
·1 

~x(_oftli~!dcic~nj~*ii\qu~?~/-11:ie·RDI ..f~fqijl~i~ITT~'imelC1:D,ej}ie4 
vulnerabiJity-m:ApnJ'.~013'.'The.~Ii\·r¢qu~*d·.tJurt:d~utrieot-~ ::-·,'·-the ~estfP~;"i~-;~~~-~f-
electropip-fonnat.~MtheSSCJ-~er.agr,eedtQ'dosoi - . . . . . . . •:.rj _-...: ··· .,... 

. . . • . ,:{i _:.._:!\;,...• • ~-!i _ _ 

' UNCLASSIFIED/ /FOUO 

https://l~:pres_eijf#M.he


' ' ' 

C06274838 
..·.:-· 

.:,:mtt;LA.SSI~l:·E.Di.~ 

:. ~~~limELllc1GENG~AGeNGvtt ... ..:,;/?rJ:~·t' 
. . ·;~or,i.:q!c:-;_~>~-" .. ·.• .. . '" . 

. ; ' ·., ' }}~[' ~/?,i/'' j; 
7 ~ebi~ry~~~~~~.~ ·.. . , . .. : · : .. ~i :, · 
' : ·,: ·:i·:·•:i:,~f~f•;~l;'.")'.t?i~~~;'?fi;~f:> 'f,i 

The Hqnoiable·Eric Holder .•,:·.·..; !. ~ :: . ·t. . . : . . . 

Att;ori:iey --~n~ral .. 
,Dep_artment,:of.:~Justice .: .)i·{\·it}•i+ , ,, '.;·. 
1flashinsit?S)1 ..:.n.c~ .-2o~Jo ·~...' 

); ·. ~ 
..,.r .·.:)!. 

,.. ••.;ATTEN'J!:t•ON.:·.lMr:.'George· ·.T.os;ca~. . . 
' "J~~t{.;;,.

. ;,~puty ''Assis'ta•~•t;· iAt,torne:y~;Gep~rail•· .· ;_.'' : . ·,:~-~~t}{->, .;• l 

~--. 
. 'N.°~:t;j,onal "$ec'utit·y 'Di yisiori . --~. \ ;;, ·\·>~:;·:...... 

,-·; ;·:1•. ··. • 

1~e~ : ciimes -Reterrai·• 
. '.. i. 
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.,:..·pear·•Mr. ,Att·orney- General:. 
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.(-tJ71~')' I cOii",.\wi-it~l:ig :: ,', ': _<:t.o _ypu•·pu;~uant' ifa):~~ictl:d'b~{-'.6-i"J1)~~:,::;
• ·, • - .. ', • ·····1· :--:'• :. ' ..,•·.~ '·1 . , • '··'·· '!, ... ''~•;-·"' ,,,!2ij(:'1.,,((,,t.'!,rf•.·, , .. ·,. ,.·~-· 

. ,of Exe·cutive Order 12333~· a~,,>amendea,·:·~ncl·-Sections)\1.LB, :_-.·-·.:·,);;. · · .. ·h 
-,VILA. 4, · and' VIH .A· _of,_the. li9.5 Crim~s- ·.Reporting Mimqranqwti\q(\·.·.· ,• . 

Upd~rstandirig. ~b.etweeri.th·e . Depar,tment. of.,Jtis.tice· .allct.,the).\:,:;·,:;j'..;;',,.,..·,;~• : i,,,:. -: 
•: ' .. •, ·• •· > O •·• ••••+ 0 • ,.. ••• .j • 'i• .. OM.• •, •' ••,,..e: .. !t'\.',f>, ,,~ O•,j'., . •,; ~-.' ,'$,, •~ 1• • 'I, - ,·•-;u:-r,,)i:•>,U (..,, 

}'ntelJ i_g¢~ce::·¢omnu,mf /:.<t;;~fif'>:·t:y,:-:pe'r.ta'i,nJ..tlgiJ~q,(~lier~portJi:iij',, p~)r·,iY~} '·>·;t?'.~-::' 
int);)l:111ati,on concerning·, :fedeZ'.~l ~rimes·' (~th~· ,MOU~):<«:•. .,,;;'.to.: ., : ·-.· ,.

1
t,· .. · ·_.;;:fkL-:, . 

_; ·, . ,.J~Yircw.01~~( }rite·,{:~£S·~~c-~>Ag~,1~qy-;~'JgIA):/~~;r!:?t-1i1-~~\?:' ... 'Th~. Ge~t~a~: >\~~:; 
tnfo~ation r~'lating to possib.l;e v:iol-ations of .,a specJ:~f:i:e.a · , .... · ',-.,,,c .,•· 
Fede·r~-1 ci;~nc;l- 1-aw by.one qr ·mor~ cindiv:1(:luals. n~.t ,._employ~d),y.. · , . 
the CIA.. Since. the .compute'+' ~y~t;em.Ori -~ni.¢h ·th~l[i~ <PC?~~Jple.. •:i::,~(•!;<. ' ,, ,, 

· vloiat:fons· :c1·al:i:;1ifie:d ~':-~:O~Q.i,irre·d-coht~•ins:-"-highly: i_'rif.~rin'ati'cm/':I:'J;fu:',,:::".::,.:-i 
report'i:ng. in ac;corda:pc~· the proced_ure. 'set forth ·1n;'-SectiOf" ' '. : >: . _·, . : : ·, . 
VI II. C o·f tl)e MOU. ' . . .· , .. , •·· :: 

' •' • •'• •••·. ..,' ~- -::•M ,; -~., ...• ..... ~,i:,•~-:/{;:<:_•~:• 
. cu )j;rofJQ)_ ~. :i:'e~;te~'i1,P!~~:~~~\:;\ _: ·~.ThefcHtiowiIJg inf optiatiqh-_p·r'qvici~S:•· _.o_;_;. 

basis to. conclude that·~:aviol.ation of l.8 U.S.:C. §. -1'030 (a').':c'2j 0));1;::i·.. · 
a specif-ied ·.Federal cri.ininal law, has-· occurred·. '1,'}:li°~, ·' ;..: ·,, -,~ · •/;·'·; . 
in-formation der,i,ves .fr:oin a limited :security.inv,est"iga:t~i6ii1't'.i-iat~·'.;:'.,•·i,. ''.<'· 

.~~;~rec~ieti~·n;' '·a compl~-t~~:1_.iµv,~·~i:;~~ri..:Cm·~as su~pJh~~ci o~ly : ,:· ";'>':-:',. 
would . detenriine" ~hether: or n~~ a "{io;l._a·tion 9ccup:ed~ : Tn·e1;_ef,~:Sa, . _. <i · \. _ 
com~ut~f •...~y.st~ or. qe~~P.f~ (~_system~r.~,9~~t~d).l_l ;~:;~~!/~rt~sJl¥~fi?;'.·'\;,i._<·.·,·'~;,'.:

. c.e.;-:t~;i:n 119.n~emp~oye~s--~;ll°?ve_:· i:l"ccess .,•·'authoriz•eq: to·.-atp.g;:tio.I)~;pf)'))t:~;¥/':-·:, 
that system..A.-~firew~il}~· -the .poz.:t.~~~-,:~fq::¥fi'~c,lf~:}_.,,.e'.xists·b~~weep . . . .. 

and_.· · ·. those nqn"'.;~l~yees- • _hav~ aut:hori:z;e~(·.acces~ th~.'\P9r:ti9ii:..-.t.~,,-_;/'.C-'.... · ·~: 
. w~ich. t-hly,;\dp~~9!, a~ce~.-~:\ :.·T?:l~f~ ,a~,r~"~ii;it,i:..~;:~\t:; :,j.t•:···.h~ve·;-aµt_P}J..~~~e<f ~~~-;.-~ .. 
too'l. ori' .the".-::"sys.t_em_.-th~t t~;,•c9tjau¢t . _:,i;-<;,:,.;·:' ... ·.•allows :,the non-employe·es .. ·: 

, . . ' __, . . ~ . ~ -~::-;:,:~f·:·>:· ;, ... 
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··;:- . . ·.···~~· ,. '::'.;_~.:~-~~ ','•'··_,,-·;, :;::J.-·"-: 

: -~.·.-. . .. ' . ' . ... :~... : ·,. ·r: 1 

t~~--~0~~1¥~~ ~~~~~~i~~- . . ..·.. !c~<t~li;t/'i'i~Erl;1,~ 
s~ar_cijes t'o. retrieve,1tj_qcuments• on ttu~i~. P<?.rt.:i,o~·t,:of,tq~)t.s'S'sJ~:/ .~)~.:,,,·.: ..{~"t. 
Th~f;· .~ec;trch,_ tc;iol h~%'~:a.·.;iecur;i:t_y vulne:t;,i:>~l~.ty, . ..,~:~-~ -~~~~.i:.1~;~f.. ..:):: ·:..-~··',.:.t.'f, , 

• that -cou:l.d ,he. eYnloi-ted, ,to allow non:-,,Pnm1 oyees ~~to·' breacht.. .t•he-,; . d:'l\;,,;-. . ·.•;(::-. -~-- ~ ...... ot'.... .... ., '' • i:'.n..--r--~.' ., ~,~ .. ~- .......... ..... I,.~ .. .,,(,;~i~{tH,~-'l ~~~<!} ,.... .:r.r • ,,.,"!''::r'_,. - _Y.~ ,i- 1•,, • 

'-f_d:11ew.al~:.;,~-~~~-r:~.tiiev.et.;do~ents· .on'·ttl~ ...P~.r~··,_qf$.1the;. ,:,,:·11"' :-:\(':~ys.~~tl~tq~:/;..-.;'\'t 
whi_c;n th~y-. w~rf!. not·. ~~u:t;ho+izetj\acce~·s~il'.. ;Nl ..il)CQ.mJ,fl~t.eta_ugit :-,. ·. .J:... . ,,f, 

1indicate~· 1;~a,t, ·at. leas.t. 9jie .'n<>n.-employ~e exp:)..qitegthat->;·:. , , _,./''· ·<i: 
vul:nerap._{~it,:y:•,to,rcet~~~ve,· a -~wrib.ef .. -dpc:~e,p,t::~;;_·c;>n·.bl:~~- ..,of~C~~- :/A\·. •:-{i• 

j,on;,t;,o'~/tQe:.', ·s}i~;;p;g;.:h'ot~\:n~t~~'.-~·tf'tib±,,~;z;,~~:'.PC?+-•~ ;i_ysteili\t o. · whic9 'h'e.~,ori, ..,\,.:.,;'>::. 
ac.cess. · 

(U//tOUO)~ The 
that ..in.th~r-~oiremb~r 

• a search thatjappear~d. 

· ... '.t:-'-.'.: ··:~- ·• ." 

inf9:r:niation mad~ av~ilable · to' m~ · .iridicat~s , :_ 
'2.P;l,0..t~eframe; . :·_' :,,!i,k.::··.:the. n.o!l--~P.lPy~e:,;S?ridB~t~:~r-~;;;J.;j;_

intended··to reach -into· j,art:' of.'the-:-, · · ~.-~:~_, · ,, ,. .:--. _ 
computer system to which tpe .nop-employee ·did nCa>t,have : .. • ., 
authorized. acc~ss .. _In ,such a circumstance, the, ~y~tem;,was. -,. . . 
d~~-1:gpe_c;t·t9 br~n_g up:qn the·. workstation ~:,·s~+;~en_ ~~_;page,:.f;~~f?i;.~~;:~J{r. 
ai',:iyi~.e.d:tl,'lf;f,:'J'l°Ql)'~emp,loy~.e-was__.;1-}Qt'·,a..u1;h,prtz~~;tq;_-~~ces·~- t)t~•tl .\>'.".-·~!-rt(. ·<.:r~t-i;:""''-!. 
docufu~nt: -:·This- ·pa.ge; ..-howevel", --~ad.th~: -~e'cur.i'ty 1llty_:: ._:,,_ . . "yu),rier~~i ', .· . 
tha~ :na~s~nc;:~·-been.·.d,i.~covered and r.emed~ed •. ...'_.··.· .. ,·.·_;_· .· ,:·T.l;l}~fse_q~~-:(t::~'::\!'._ 
vulne,r.~bility-swas _that,'.:rthe page .-~1s·o--cori~a,ine<;j;;'a·'•~U~?,:!;ti~;_,((.>,.~·-:ti.·.:··... 
ind,~c~ted whe~7 ttie ·,/q~icument.,w_~~foc~t-~9 ... .~:}?~;~~;i·,~~}i:_+,:~~r,i:>.,~n, the ,.>?. 
indi:.""V.J:dµ~l~QP}~d·the_. q.RL,anc:i<pa~ted· it ~in~o :}/,;+k·.-·. /, :,· the'f pre>-11!.S~~J{::f)f/ ·-~~ 
addr~ss bar/.{t:he indi-vJdu_a1 ·.,co1,1ld ·ga,in ,~cc;:es~· _to:'.,f:::~e-~Ps~en~,;<--· · •.\.: . ··:!. 
copy -_it,. :~ripg ·_that ·~tjpy._··across .the f~i;-e·wall; and_;:pas:te/;l:t:::•int·q <>' : ·.,... 
a fold~r ·:C?ij-~hiso;- n~r.~1~ide:of :·thefire.~.~l{; Tlj~\i.:ri~.9.~t:~~ni·:: ·' ,~,:;,; ... ,:.,.. 
mad~·~v.a,.i:-Xable.-_'to ine' i~q;!:cates ~he nor;f.l-~j:,;Qyee ~-~9p·1~-~~,'tt~:"~~?/t'~/ < • _-,A·,:.i'f.. • • 
p~sted, it d'i;-ectly ·1n.t9.:,:the browser.' s aqdress .b'a$~,:,·.lll'.lq';~;~·9·e~:~¢d.-')' . 
the docµm~nt ~: · · · ··,.-~·:::ii . , :? <i, , . "'. ::,-- .. 

.. . (Q/-~ :~he, infomat-ion ·made -a,;~,ilabJ;e to:'me"i:tf/irJ{i~;;fl)~)'\'. .. " ' . ; :·'.; 
indica,tes t;pijt.:~-this" ~non~"ei(lploy~e· this. ty,t:n,unf~·t:~u:~:~:~!f~!?~;'._-_·repeated ·ac~,tvi ".f' 
tim:es--',;i•p ordei;/-:to a·cce~_l?·~!copy.; iµid bring ac~os~\ttie· ffi:~~~.l,l;_·:(·:\_'.:.;\. 
'CIA .dQC:lµ[lehts·:to which'· he .or. she ..dtd have .. !Jµtp6~iz~_q: ~~<;:.~~~-;not: :~;f.~'.·:/,: 
If th!:: ,a:sde~.,1-gneci;. -~"11.~: :·-.·;.;,;·J;i;,'~:.sy~tem.·,woJ:J(e.d.' · sop e~cly QCCijs,t,oii-~-:· \~9~~-: .· ,' .. 
,emp~:qy~e·:iwpt!l:o:have rec_e~-v~d-.on· the ~~~~~tat'iori_::~:c/i3•~~j~i\~~t);;:;;,,:r,•:;\).,: .. · 
infonn.ing. hil'!\' .. :or her. t_l:)a:t. ,he or she d1a ··was not ~u•~hq;-;~~93t~o ,,; .· ·... .-:··::_\.:' 
access ·.the do.c~:ument. ,..ifh4,s ·.non.:.employee c;opied· a.;L-9f. t~tifse- .. <.;,; ·: 
doc;µn:1Eant.s.in~9.a fil~ 'ci°i::~old~r- on ~he· ·portion_ .6°f.;:·:~he.sy~~-~--~:to•,,_/, .. 
which~:·he;. oi:. -~-~'e:•had' a11thorhed ·. ~ccess, · ., ·it,}~'.h~r~~ftex:,~.>'~~,:t,;:~;i.~~.~;;,.:./,., ~;,: 

0,four·o"t}:i:e~. npp;-empI9y~e'~• ~c:=ce·s:sed and. prlfited ·tq~·~~-·;fl~:".,\·.,1, :., .·.' - \ .t ,:, 
do9UJU~nts orl.'.multipl~>q·ccasiqps •. It ·1s· riot cle~r ..~fiet_he;';{~py: :_c;,f.·.• :'., · 
these other -.foµr no'n-~loyees ~ay. also h!'lv~ .exp)..o:i,ted 'th~"'.•: · -;', . ',.,;: 
security vulneiability. V ,· . . ' : " • ·.·: . ' . '';,( 

" . . : ~". ·. .. . . . '. ~r-/ . '-'~.·:·... "' ....'••' ,.'.-r:·:"t, ·.' ' ' rf,1.:.r

>'· 

.. 2 
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•"'I', _!_,,~; _; :;<,',)?:. ;. ;,~'"'• , 
1,)1 t ,• •.,.. ' < I • : '•• r • • ' • • t 1, . • .: •1, t ~,;• ,..I ; •.:•··' ,_ ::~//.,f'it\••=-~ • \ 

?:'h,._e,Hc:;,n~r~,ab:l.e,:;,t;ric · · . • . .. . .. , . '•f:':+ ,·::·,/.. • , •-~·'-:;..,.-Holder, ,.-· 
l ~~ • • • - • , __<_ •• :frJ~ : .. ::....··h~~~:/_::~;...~ ....~ ... , ~ -~~:;.;~:HV.tf
• ' ,.. . . , . . ·'"'°&"=1'.. .,f' .• ""r., -· . , .. ,,. -~ :!;''.-·, I 

, .. "-.·,·•>.' . ,.:,~·:·•/J_,· ·.. , . . . . . 'i .. ·,·..,,~ ... : ''!(',:· .,'···:::·I:_1\'··~f;.~!f'.•.,;{··'·c;,::, 
1frouQ) ,acc~-~~~C:i"-:~,Y.::.<··;.. ... • ••1:.,.<Ql ,Sqme. ·pr~fl+l-~o:f,:-,•it:he,:~.<?.~umen~s •.:· -~--:,r'f\},,t ·,',:~ · 

~xp:l'~i t.i,~g tl:ie·. ·sec:µri ty.· ~lnerabilit_y.:-,_co~tai~~~ ,.ttr~\f~l~'o;~~J\g_'<, '-''.' ,.:·. ,··:-··;:
banner· · · .-·..·,•.. ;,,, · ..., ,· · · : · ,··\·•, 0·· 

. ·•. •. --~~:,·_. (}: .. : .-r::·:_::,. 

: :. J:: • . . . .. ., . .~ .-,.~';c,'.·: ... ~ ,·: ' .• ·-:: .. 

(Uf./Fr:JUa;,(,Thls: ·c1a8si~;fed,, dqcµm~nt tia~, pz:e~f'.ed:J:i.tft~?cill;.:-e::··,_:-:,! 
Di_i;ec_tpr'·~.'~e,y:i_ew_Groupf't;,r -ll~J,t'ion :~11#'!:-I, ·'r?.eteriti'i:m,:: Inte.tr~ga_tl.i:m ·. 
(DR~RJ?.I): fpi, PRG-,RPI/.~' '.J,"nt~ipal!discuspipp pi/rJXl~fs,;:IJZ:,~'.>,$h9'uicl..(npt .,··: , 

be useq, :tor:any ·nor ~Y ·it b~·>cils;i_ib~F;ir.fi¥JM91!F'"• ·otljer.p_uipo_s~, .. 
~xpre~sl1permiss.lon ·fr01D ·DRG.~RDI or; CIA, s Of'f,ice/o.f· ·~nera1•·:•co,unse.I. · · ·,•' '.:. · 

. ~ ·.•" .. - • ~•· • .. • • : ·-•:.: • • ; • • 't , • ;I '" •t • r/.• •--.:. • • L, • ..,·.•,.,-r:,.'(",,,._.,,, I '-',!', .. -

. Thj_·s•"doc;~nt contains,. class:i.fied: 1nforma ti•on· ,:'"•·i· .. -,: . .:;.-·,.. · ''derive(P:t-rci11f:.-,_-,"':i , , .. 

·.··:_~;~::!irto!0 ~¥r~p~~:~tftit:~Jr;~~:,.. otk:.;~J.;it:~t>~i:~}~:)}:'..}i.~j:~}};:'.·:i.!~~~;, 
Ga.~~t~ent;I~g~~cies; and(bi· foreign governments: afi4,i:ll'a!so.~ ·_,;:· · ·_.; . . ·:: ':.~/ · .. ;i, . 
servJC.!3¥'' .?Ind .must b,t:1h_ancfled accor.ding.).,y. This ..do9JJJ118,!'lt-•a,1$0 . . ..·.,:=::'!. 
-c:qnta.1:ps·material· prote·cted by the attor,ney..,clien't=\and::~t;tqr.pey · ,._._: \.· 
~rk-,p.t;pduc~ Pii"l(ileges •. : ·Furthenaore, this dQciµnezjt ·coAstJ::tutes· . , .. ,- .,/ .. ··: .. :'.'.·\I 

de.l4-Per,atlve work· pre>,<;iiict·j.·protect~d by the .d{1lip~rafi.y~-;:P,~ope~~F, · . ,;;:•:::,: 
privilege~;- and is. not· i,· finai;; ··conclusive, comp~ete,;:9r ·. · ·.. .:'·· · · '/.· 
c,o~f~hens:$,ve a~alys-1-s.·.of· DRG~JWI or CIA .• , Rathe,:,· :,cr~~t~d,·- : . , •.f,t.··wa:S 

· :,to ~utt the ..ne.~ of._DRG-RDI,. in ,support of infp~ifi:g·.senior Agency• \ \JJit('.:.
oft.f,cer~-r...abo,ut',-broa.d policy .,issu_es. . While every~effort· ;tiT~·s··:mai;iiit.:t'~ ,.>'.'>\ ·,, 
en~iJt,e~ch~tf--:do_c~en.t·~·s._~c~.ura·':Y,:;}tma,Y 9on,ta~11_tn~dve~~~- ..:-:~t~~ff,;,: ·;· ··, ::,--::,;;t/..: 
Fq_r.<:1tjhfP: b~c:~u~eth'4~dpc,µment::"f,)ec:ti~J~~}.~~fJiE!,s?·;_;:;:'-'·~~i>,;;,1f\.' ·:~ea.sop,,:~aJJd ' 
draws~~erences- from· · or •amit:s:· informati'on· ;:from the;:•sources·;'S,f:t; ;,_·."...',it-''::··--. .,f~·.::'·,:., · 
.. ···; .. _Jt\ .. .............. , . ,. . .. :' ... ·. . . ' .... ·~""..·'l:·••;1 .. · ... ·~-~-•·1~-:·:~~\-1•\.:,;:·.;..,Ji!!i.·.
cites,. ·i.t.,shaulq not per. .r,elied upon by 'persons .:qut~~d.f!!'..D~~-'"i!W~-!()::< i,-:.>/'". 

. . -, . ii' . , ~- . 

(U/[,roOO.) ~t the re.quest .o.f> the Dir~cto,t: sf·. t·he:]t:IA, .:-t;he·; · . : __.:.,,f)&;:., 
CIA Iri:sp~ctor, Geperai 'a. r.e:vie.w .,, • . ·. (_IG)operieq .:into·. tJ:ii;\,}'¢ti,on~j' :_of.:: . . ·.. 
CIA employees·; who discove:r:ed ·tr~-above informat1o_n·>_,. 0,~,_,30 ·. · . '· . 

. January .20.li,. · ·r·~pres.en:tat;ves. of the .·re; ·discusseQ,/Wi',tfn'tti~i> ',.: . 
· Cririri.nai Division's Computer _Cr:iJlies and Intel:lectu~l,- .~.r;91;>er_ty_ .. .. . ... 

Sect-i.on ·{.CCiPS) r. in·formation .concerning. p~~;!ib.le ·,y,;{9i~~4;~ris,·,pf,::,.:.:,·:: 
Title,-le_·_tu:-,s ... ~c:!_.§§ 1030·.:_anc;i'25}3: by GIA emplpy~es:~;,c/~91.'.(,t'.>.' '·•-~~'... . '/ ~:\,~. 

. ·3 ..Febr.uary,,12Q,a;,~,,:, ·CxA )!Gf s off-ice , :·ti·~'~the '1·$s.ued . crime.$ ~r¢f~t11~1.-~~;+i:;' :,; 
' •, • • · • ' • 1 , '· •• .J .,Iii_,,,,,•·• ,...•• • ,,.\'•\1,'A: • • · ,(. ~ I ,A 

2-014-:117iKJ;g·;q:isP based. i,nf.ipa·rt on those·. di~cJ.1s~:i:orj~'i~:fTr:fe,,::rq~·?.-,: .. .. 
d;f:.d:not inc'l.ude ·iri 'his .crim~'.,teferral · any informa.tj,.~p:.:·r~g~tg·ili~f · 
the pot~nt.:i,al c:r;imit1ai. viol~~<iont;Jythe nc:ur~.:einploy.~i~:-i/:de£~r~i!1g , 

. 'to . the. :Agenpy. t~. detepniµe ~ wni;!.ther . ~~e infoµiatioii':~f ~~ri~;~. .:met' 
the standc1rd to .1:s~ue a a·crJ.IDes rep·or-t on. t~e ne:>n-~:J,:oyees ~:-! : ~,i· · · 

; 

(U//FOµo.) As the. Acting General Counsel;. ·t.h~t.,' , , 
determi:n?tion ·was my respons;il:2.iI,ity ~nder tbe ·MQti~:r'.(bs;/notep.t:.~t. · 
above,. I·,•have . .determined· there ··fs · a t'.9/con'9:l,ua~re"~.~nable_.-.,bas','/,;~" ... , . 

./ ·:;~,-·:•!.. . ~: . 
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0 
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The Honorable-Eric Holder, 

t~t a violation,oflB o;s.c~ S·l030(a) (2) (B), a ~pe8,:·fied· 
Fe~~ral crimiha'.i:' ·law, ···has Qccurr~d. 
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·,•. ·. RELl::-Ase,DAT!:::· 
·· · 1A~Jan-20Ys: : 

:,. . . ...,........ ~:~\• .. 
.)C<. :·) · :. .. ... ~ ..<> : -. ·1}fu;::.. ; >. ~<=:-+. JJN,GLA~SlijJED/URAF:f_. · t',_. ._, . ... ?s';:.'. ,.·. 

~;;:.,,_.W~:t;'AITORNEM~CUENTPRIVII:EGEDi .· ,, . ·' '·-i~''_:t?·· . •.r. 
r , . • , :i:.::~· , ·.·. , ~· ;,· 

. -~-- .. , :~- ....:~~r:~...·,. .t :_-.- ·· 
•, ~,'fo'i~ ,,• ~•'1:-..•,w•, •~••hw,• • ,.:,,4: 0 

.·... . ' -{:,~:~r~. . . L ·!L:·-. ·,~::\,15~27:,291:,4_·,.. . . . . .:::.:~< :;,~J~.:.··;?(:''\;:r:··:·:t?-. 
.·.;·tl5femoranilii'm~·rodbe'Reco'ril.r.e·{partiaftimeline:iof1eve11ts·:::';i:... ~:::'.'. .. ~-.surtoundmg··discoyeiy1.o't;:~;:!::~::~:. ·:;~;;;;z;~,_;:~irL:·•: najp~rt.:~.~1~:•···,;:::;·•·t·;;:.,;· 

:~yJap; 9,.20 l4~ I hiuf~ei~l9pcil,!eason to :believef:battpe ,ssq.staff'peqqnnm.~1!h¢ 1Iq)};< . ::;,\ 
~rfe,~\~ _obtain~,!ina~th~tjzed a~~s ,to,.clBS$ifiect'-'Qicµt, <·J, ',, pre-decisi<?~';'.~vil~g~ '." :. :-

. -~d~~ents ~idept·~J,l;~e~gency ~tside'.'. ·of-RDI Net. 1'~iaware ·. :,:~·ofexplicit1iidinissiorjs>" .. ,. ' ' 
>-'.from'.staff.iliat:lhei;l1cnew;)'meth4,tg~:abQ\Jt·~-4~ent,s -: (incl~:_a:c?~e~t~e: ·:<., ·.•. 

·qy:staff;m~~...,..---=--- .t•GBI'9Une heariJ?,.g 1 . . • •Kr~s• confir:qiation Jotht;,e.ffect-,that•:he 
'.fJiayejeen'[the Agc.:ncy'~].real response" to th~ SSCIRDI Study); ~.well .a.fpublic··· . 

-: ,stat_~ents bymcniQCPi:ofth~SSCIto tlieeffect~ttheyhad:~:the docµrnents.L . · .. 
.. Mote9vet:,I wasrezwnde4l>ymy s~·th,at there;hadQncebeeri'a:"hol~~:or·breach'fa the. -
·fuewall.~vidiµg·the-~.sq.~1defromth~ CIA side ofRDi'Nel(discov,tred in.2012). Af.,: ...'." , 
~t tµne,.when:.:confr9nteg p~lµll~t tQatshouldnothave been in•·thefr ·:-, . , . . . wjth ~ 

. -.P,Ossessio~ SSCIstaffµieIJ1bers me that.theydid qof,iriappropriately_ · .. had assured a~ss-
. any ·oi4er doc~ents ori theAgency side.·.ByJanuary9, ip.y·staff had,conqucted ~-~heck 

ofour·fogs;tha:tchrpniclc,qocuµ:ients-~e Agency hadappropriately.prpvided_t9..th~ SSCl· . 
. . aii_~.found :noSRT ~octpne;its referencedwithinthem. Asaresult, l ha4good n$0n· fo. ,, 
. believe .that<::;oirtinittee 2012,~urance wasa misrepresentati_Qn.:. ·•,'· -:·: ··, ::: ·:'· : ..~·- :·.' 

. ·•. . .. . ' ' . . . ~ . ':~·--; ' . ... 

. l;~d.'.· -~ly,-r.~ns ~l~ secund'ty~RJXNCetIAsy~ · •· · . <}\:_·.·.:_••.•.,,_ibledf~r·,~nsCurinfig ob. CIA:d.owµed ; .. ••·.·.,,.·.N.'.:_., 

1.:an:..o~~ .......u system,1~te. J.ila IA act 1tyan su ~ecttQ · , · i:e~,.....tions:.~ .. : .· · 1 

. ;applies.bl~ US·laWs-~egard.4ig,c4lssified formaiiitauiing,$.e.safety· . , informatio~<l of 
, s~nsiti:ve CIA'reco~ uponit· As a c;oQSequepce,:l pfaced askedIT profe~jo~-:~thfu, : ~>,:: 

.. _the Office of PetaweeAff.ws'(ODA)'to ~etermµii whether die SRT documepts-~·' . : 
p~t onthe'SSCI side ortne system. In so doing, I carefuUy consiqered what WBS': : . ·,.:, ·: 
1aiown·,to·mereg~dihg.the.Agency's historicalrepre~tations to and ~~ems wit1i · · 

. the._SSCIconcenungthegeneral•,principleofrefraini.ligfrom accessiµg ili.~.SSClside:of , 
tlie system~ Those·representations iJ).cluded SI)·expllcitreservarion of authopty for . . . · 
Ag~cyJT:offic~ precisely:thesesortsto ac.~ss tjie:SSCIside to adcl.ress of situations.) 
was aware that.SSC! staff had-been briefed on thefact thattheAgency Would·condtict' . 

· security.qiomtp~ o~thesy~rn.~ aisowasaware-~ ·had... ,;. _;';,-~gency·IT Qfficers .. 
:repeatedlyutilized-thisa_uthQrjtyto confirmthatdocumentshad~-apprQpfia!ely, : , .... 
-placedon t1re·S~CI side.Qfibe s,ystein~a practice ~t SSCihad laiowledge ·of an~ fully: ... 
:and.~peatedly:consented.to. I was-mindfuJ arid others,had.clearly ..·thatbiref.:tor:-Panetta, ' ': · 
-~ted:to,theSSCI'that o~-respect:for·theirsu~tive privacyQil;inotmean~t v/¢wer~ 
abandQni1,lg a~s oi: an audit capapilityto ensµre ihe·,~~:tY . ..:our·tjght-to,-~strative · 
of: the system an4to protect.CIA.infonnation, the latter an obligation impos¢-by:~tatirtt(: . . : 
As a!coqsequence, I did not inten,ret any representation to SSCI as requii:ingthatwetum · 
a-blina-eye.fo possjble violations of Agencyregulations or federallaw. To the·-~ntrazy,.. ·:' .. :,,,:,,... 
. -:. . ! 

. 
1 SSCtrefc~ to,~cnu.as.th~·~Paneµa Review;''bµtthe.AgepcyhashistoricallyrefetrciHo.~~~\-, '·.: 
asWGR5 ("weeklycascreports'l)or SRT (S~gic· Revicw·Teapi)documents.. . .•.· . · . . · ::· . 

. . ·.·~ . .· ' . . ' . . 

::,_ . " 

https://a-blina-eye.fo
https://and.~peatedly:consented.to
https://applies.bl
https://PPl;s;OV.ED
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...,.~·- ._,_,-,..=~·_,..,!?~OVJ=.Q);.PR.,. ""r 
·• ~ · ···, · .. ~6l::~AS.E$Qfff,E: . /' ... 

·:•· . • .. •.. ·.. ,. . "•.· .. ,.. . 14.Jan-2015''"" ·.. ',,;:•'· ,.·, .. 
. '_'?_~~~/:·.. . / ·~.-~ ~ ,),. 

.· . , -, ·• . ATfO~~~r~fi}(,,;,',,/t~:f:'.~:,,,i:•:~~: 
fut: l.~~'P.JP.Yi.<l,~iW:~i~i~~if>•.:~runq~tpig:~m::~~\first.4ays with·. As,~cr!;Y"¥!1 :j~;i\i:., :,: '.\f:::·;, 

. btje~~ 9.n:,theSSOI ~ev1~:P.~~ss by Ag~cy.o~cers; ;19.~lµ(ljng;~futl~,pJi~~~,::· .·'/ _· '· ·.,.. , •:.~ .. 
~{~ve.an:~U~e:obhgation to ~e-s~l~~ · 1,4. -: . ·: ;,\;·:: ·J~~'.l~!CW~~9.J.f',}· . .-~; 

.··ens~·tlle inte~nrof~fsy. anq·.to:pro~tc~sific;it'-~~:.' 1:{_~x.1:;;~·\;~;:~/i~~-:,: _,... ·;~1;< .... . 
• ' •• ,.: . ~ - ~ ·:. t',t '(_-. • ; .:'':t ~--.;~-,.. • ':1' ., :,_ 

' 1R~~~;~ost;uµ~rtant}y.;,it~w.as:i~Y'..~derstandilig :/ i:i ,, •·.ofi_agreemen~~~~i~ifu.~~-~:1•- -~i··--_: :· ~:; •f 

;Commitiee;arichhe.Agency~that.,restrictions ·;. s~;.\:.·,-:= · ;· ....,on,~gency'.access·:to"l"thelSSCtsi3e•.~ererf~--.,,
. . .. . . ' . ' .. .. ' ' . ' .... '"-"·" .... ,J§->-\'(; \..+,,.: J' "·. J. • '1 

fote_n<fed.to:,predudethe.A;gericy•fr!)m·conductiQg:sub~tive.,~views.o'f~Jiijl~~~~;~~· :,·/: .;J;·i. ·· · , · 

·normal.adiiiinistrativefanif-se<;uricy-~l~t~tfiµ}cti~_tJ.¥~-worlc .proouct,:_not:-fwm.:coilclucting ..,' ·... ::· '.; .. 
,, -1-:e~ure<I that·irus-.p~c.µlar ;adJliini~~~h;e:actiol}. would be 'ememeir · .. -~<,:~<>~~)J~ticho :·::;;;· : , 
· :a::sinJ~lei9:ntifiqnion·of.the.,presel)tj: docu~e~~~-iloti~~Cl:iI}~~P..~t\,-~:~/''· / ·:~of,particular,<'.:14 .. 

e~phc1tly-~d 1hat:n9.contentwas 0to be·~ altered, moveq, or·ex~¢;~•aqr,?\: .. ;-:-:·\\\ :~ •, 
fashion.Jgave'explicit directio~ ~t the officers were-to search only for,~e.-SRT. ·=;; 1: . . .. , .. 

do~~ents."They were not io sciµ'ch for or accestany other-_docqm~~.:nor re;~~t?.r.fi ·:,l:,.., .. ,.;• .· . _. 
review the·SRT documents,-but·s~ply to de~Iml.Qe·whether: ·the.)\W~ pres~! o~rth~; ;~ ,,y.,+· 
·system.Th~·review was :Pure~yin ·the ,manner of~ audjt, -with-40.·;su~stan~ve ,::-:-- . ~:review~o.f...,., ,, 
any.1document or Coi:Iimittee.w<>rk · · ,·, ·:_:·· · ·.·=.:;:/!if'·prodµ~t. ·· 

. ::p
.-.•·:_:!/·.·~· 

. . - ... , .-.. ·_ :r;;i.. .. .-• 

that our IT officers-.had ~,Ageµc_y' s _. ,!;!' 1. ~ter that-$y, J wasinfor111:e4 determiµc;_d, i,,li:: , ::>. . . ~·;\ ... :· ;::, : . : 
·.oocumentsiwere·indeedresent'on the SSChi .. ,~ .:<:i;·.f'of the systenJ.:•J;inioiedia~ly:inf~rm.¢9ttiJ'i?·: ·:::•-'. 

. . . . . .. •·." , .. ~• . .; , ..,.,c,~·• .... --; ·. 
·We-discussed ·,,_.,•t.·,,.:.,/'·">,· ·nexfsteps ·and·:Ji;~;;:"" ,, ,, 

'---,~~~~-~~.---' ·•·• . ·~ :",.'•,.~ .~ · '.i~ ... ~ 1'.l <:t·~··,.,.. , ...~(r.:- •.,},1;.~'t,·~Ti:•";"'.·.(;' 
to this matter one stepJ~ither~-~~~g.- . ·,.:' . .:-·.. : 

~~_.'!,_ _____________ ....L;_J1"'· ....• ~deith~iio·~ ,,- · · ·\,..<, ·• '-'--~r;;\;'./.i;;?\:· 
· o arding·whether.tbe·documents ,.,:t'f.:t~'\:1'=·;. '_: : had.oeen 

'-----~----....--,,,,---, • I ~ ' I • ' ,>• r=~ ......,• r!''\1- \. .. ...., ~t, ....;\ 1,,.· ••••V ~••

·:, accessed b SSC!'staffers:- and'.!asked uest'""<'}\,-,,.M''r -.. e ,;cone ODA~to,ci:intac '': 1
•··... -i.• y ._, . . . :r, . , ' . . . . . ,.,:-.a-· ·'-r,-~::--' · . .-, •~:,~~'¢ ,. Ireq(·":,• •• 

the,p~ !illPp<>rt, direction ,CJ9!el 
1 

>',.:·t,)~\!M(/ ·· ·., .. '. ·.Agaiii~Jgave ~ifi~ that,the,l~fforf~VJ\§;~~: 
, ~. ', . · • '· • · , • • ·C· . • ·• ·,t '"'.;>:l,:_'·, , .._.,e. ·•~•· t(uf•'•J• ·(J'"'• · ' I I. ~ircw,nsc,_ribed; in\'.olve. ,$e id~tified, d9C¥,i~nts. <>~t~~~eq. . -~" -·- .. : . andshQiJlcJ' qnl_y }N,o .'o~t;:'~':'-::,·_ 

we~.tQ. oe.~edor reviewed-and,,~gain.riosub~tiy¢ reviewofthejS:B,9]·d~'. . · .,,: =:-li/. · ," ., . 
~ to OCCUf./ T:hai·admo'nitioi{:W~':deliven;d ··~-~- .. . . ·,.:~;\;t~via:;~~maiL . _; . '")_'.'·. : .. 

. . . · -· - · · · .' / · , .. · " , .. : 'm"l·· . · .. · ,,,m~1v:~'.•: 
discussed .. ~On-th'dameda informedme'ilia~· ·thisissqe'..witji~th :'..,. '. :··:'-·. . . Y,...._~---~ ... . . _ ... . ~1~..,.;.i r, .1,, .r- ..... )' ...J\,.., , ..~:.i n.. d .I:.' ·o· - t..·~ ..a• ted that'. , ;....,a• . 1..·- ,,. ,J• CM 1 .-..:r' ,"'l ..... ,, ..... L."'.!'-~th~. ,,.,.,, . , .. : .. ~ ..uirector,an u1e ll'CCtor..~uip-mstruc wen . ~ t_o~--:_cqip.pe~Y,,'~;-\~t, .~;;,;_.!c:, · '-~':.·i · , 

documents·on.Abe SRT'~oc~~:· ~:SSCI.si4e,of Qie _syst~ ~~ ac~y-the I as~~~pii~.:.,.;,,:i:/:.t,:., 
colleagu. o ~ttempt to verify the natunrnf the doc\une!l~;'~ _ ·_clq_y/'f,!~?:,,:<~:t.. 

oo ·oo·tWt,})e 'of the dociunem:s·and·:C£.nfunieoi,t.,:'·,-reported . fi.rst page of a ~dful .'./;·, ': . 
that'~y were draft docwnents.in question, the,d~ents ~:not'f{: ;.)::··: _:;;_:: · .,~_e·pri_vilege<f ss9.~ 
been authorizedtoreceive. ormed m~ :that <lid-pot~ .~Y..9f!Ptf}?~_ -· .• ,., ••1 \.. 

_·docµments,but-'1).erelyloo. at· ·e . ont page.format qf,a ew,19 s~dfth~y-p§~sep:tJ;;:;_, ;_,. 
· the san;;ew~ baimer·:·amffdesignatjon,fomu~t,:etc.; }·, ' . ,~ 'the'SRT"c[p_f.u,ineri~'.-}:,::~{:; ., : •~: 

·"inform L------'ofthis,.tj)Ilfimiation. . . : ·,:;). ':··.·ii'\>',,·:<.·... . .·:. 
Late .ip~iµtertioon of,~~ iQ,-2014, I receive4a.report.()ffin~ f~tpj ,_... ··I:.~;,·),'.'.'. .·· _:: 
indica~$ thatfive'SSCI .stafl)ne~bers had acce~d-tbe d09umen~;;;t?e~,iiql~(AAl ·i.. . ·, -• ,,_._~-
of20l0 ~a ~ricluding m:the fajl.of 2012,ab()qithetime tlie "hole~ in.tne;RD~·~l;{~~-·,.··i¾"'.:r ~-: ..,:, /·. 
firewall liarl'~'.qiscov~red~ 19~sµµf_members.pad thedqc_~~n~-_.tho~~Sl!~M~f:·~;;~:;_,. ·:.·;·accessed .. .:·: · 

r •, . • : . , , '- ~ •...-~(<_} •./;·~. 
- ··.v~.t .. 

https://docwnents.in
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of times. · I ited.this.find· · : ai1dth~DCIA.·t ildvised the:Directotof:- J:epO . mg .~~ . . .. ,. ' ... ·•-···~,~-.
$,I~,imp<?~~-.,? th~... ~;~f.o~ ·fdet~g _Lil)J~surr,oµQ~-Jhi~ ·<!!.~~iiigj,!-,_
~th·theC9~gee or-the )Yff,-~.tie~~C9~e.to•p~ue all avaJl~.l~OP,tiP~,~-~\\ .. ,. 
4~.termineho~Jh,e d~~t$. ~e to·~ o.n;the. SSCI si4,~ ofthe.~y~· asA~~ 
predi_~¢.:~~y_l,ro~er di~~sions. : I note4 .for him,~.I did not~.,~ ~Y,#,~#i~:, 

the ODA .~.to ~lore, ·ho.,~\~_sc;.rc.<J.!Y~::h!l:ye Qfi~!J,!?tio~.~.uul,1~l coul~l"l;\Sk try iµi.d, .:· 
~hie:v~ ·acce~,.tothe 9Qcuments. · 

-$~y ~tn~n. ~an.ll, l Wok a ~U at boDJ.efrom.t~e P~\9r,:,wllopifo~e~:tpi~ 
~t Ji~:~ di~_'i:'5sedthe.~ssi~le 8ef'1tity~~ with.W,l;l·CPS.;P,~e~~p~~~i~ .. 
11\~_,Pu-e.cto.x;re*~ hi~. d~1111.toinfonn the ijill of.~,breac~.~.-~~i~.;~~t~!~~lffi~ . 
emphasized:tluit.Iwasto µsc;:-~~ver me&ASnecessary toanswerth~.question of.hp,~ ' 
Uie·documen~·~vC;dOAttfS~CI sideofthe syst~ so thathis commUQj~tion -~~:Uie 
Hillcoul~ ~ur. I vie"'ed.those inst;ructfons ..~: au~rizing m~ to .. ~Cf'..the n~s~ 
Ager;,.cyP,CI;S:O@el_and 1comw..nen~wb9 wouldnofD:¥illybeµivot¥!:id·.~:~9,~·~f!ffi1:;,~ 
He,alsotasked,rtj,~to gene~t~.a set of draft. talking points for that meetjiig with 
Committee;_leaq~p . .I·cautionedthatdiscussing this ~tter with the. WH,at this _sq1ge,. 
WliSprobl~c.·~·it coul4 in.a,pqteritialc,riIJJ.jll.l!l:.laterqeviewed~w:ttip.terfen~nce e-,, 

iny~i~on. Hb ~~ii,/~,:thanked~e. for. my efforts,,and reiteratC9 that he W.!11:It~, 
s~p. ~ pgsjib!~~:m~g;~ay~, JtQtweeb. . , ......,1 . .. • ~.. . . . 

0 

0Qthe momihg 2014,after informing.elemen~ of Agency Ieiuf~itl'of.the .· ~f Jan. 13~ .. 
i~, I.WJJScalled to a meeting chaired:~:~ Alsoin attenruw.ce,.·· · 

1,---.......-~~~~qcJ __ ~~~-~ D/QPA,D/0½4,:,ind,9.~ .. '--~~ 
.~ .-"· L);1~. y .. pwµig~em~ g ::¢sen ed the eveh~~t?,#~)~:t}ie,_;i:-,t~l'.h~: 

......_"~!rec~·... I'i.i:idica~.thatneiilierI nor OPA·had any capabilityto t;:0ncil.ict-,,_tor•s:i$.tl:µi:tions. ·. 
'thesortof forensic work necessaryto answer the DCIA's. uestioncon~g the.. . 
prov~ce. ?.(thcSRT docµments.lCIC explaip.ed ho, . ~uid,_P.~ abie,~, ,,,~;.· .. 
~~~Jh_y,,w.o~ No onejij:,attep~e voiced.any obj~c.tion to ~$ o~:-~e.. •• · 
ass~giipi~;-iii~-~thi:re'w~: µjlarumouse~ressfonsof;suppo~ for-;~,i9.pos.i~?fi~•
the.~e1wy nc;ede.ci .. ~e do~ume11ts~- bee1;1, -~~- ort1fto de~e wlieili.~r m.,te~Qpa)ly 
~erewas'~me !qore innocent explanation for their.prc~ce on the.SS,q_sj_sfe,,ptj9f,tp:.·.:. 
dis~w,sing .th~m{ltterwith lheSSCI. I adyi~ that.tbe matter un~~J!le~hould ~.P,4tced 
.~ntrof.ofthe Office of Security. i also stressed thatthis work shouldbe done·withoutf .·
referenc~:tp.the'~ntrntof~y on the SSCI si9e; thatno ;~~s~ti~e:~~l~t~~fdOCUJll~ts ·• 
aqfdo~~ent~ ~.performed, shoulq.not be __ perfo~ed, andneed not-~ perfon:n~<h.. 
in order.toCOQQUCtthi{Jctivity.- . . . ; . . . . .. r, .. 

, . . · · ·· · : · · ;. .~:.-. -~i-........ /./;::·~l-~.
Later that evening,the aforementioned group met with the Director io:@!CUSS'statQ$:o(,; ... 
efforts,to,d~~rmw~the PIP)'.ega.Q~ of the docum~nts. Before wc:.cowd.~gin-~ ·.. ' .. 
su~~tive di$cussion, expressedirritation~~c1cwas ..iliet.>lrector inv,orv.e<i'm·Jti~C, ~::;,;o~l"rtni••th ~-. ~-

but ih~.O~~or,~<:>ntinue~ho I ~f~rm~:'.focus.onthe·'~optics.~.~ 
.. . . . m .vt,ewthat.t4e"con<Juc.t.w ~dJJ~~t.Ui~.. '-.. ; .g1,1~stiOQcould t,e ~; 

Agency4aseg solelyon .i~~urrerifunde~cling, that ~uthorized :~UID!m~ ~~'.' . 
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on the SSCI side of the system and had been repeatedly accessed-had an obligationto 
answer the question of whether there hadbeen a security violation or a potential violation 
of law that should be referred to the Department of Justice. Nevertheless, he ordered a 
"pause" in th ork being·conducted· br-1nd stated that it wasnecessary to 
consult with the·WH on t:1ext steps. Moreov~~pressed his intention to discuss the 
matter with Committee leadership the next day. 

I repeatedly counseled the Director, as well a{-.--.---.---.-,--,-,landD/OCA, that it was 
unwise to ask the WH for direction as to a possible criminal investigation. If the WH 
were to order the inquiry stopped, it could constitute an act in furtherance of obstruction 
of justice. At the least, it could be interpreted that way by Congressional critics and the 
press. Merely consulting with the WH would place the Director in a bad light, making it 
appear that he waspoliticizing a potential criminalmatter. ·1 also repeatedly counseled 
that informing Committee leadership of the potential breach at this stage would result in 
the potential targets of the investigation-SSC! staff-being informed.of the 
investigation, and would permit them to .. get their story straight" prior to being 
interviewed by Agency security officers or law enforcement, a practice that would not be 
viewed as appropriate by criininaIinvestigators. I again recommended that the matter be 
placed under the auspices of the Office of Security and tbQs determine next steps, . 
be they to continue the review or to refer the matter to the Department of Justice. 

Following these events, I received an e-mail on AIN fro '---a-,---~ nusmg my 
work, and asking me to come see the Director so he could tell me how much he 
appreciated my efforts. I attempted to decline, noting that it wasn't necessary, but! 
insisted. .___~ 

At 5:_30 on January 16, I was asked to come to the Director's office. The Director said 
he understood I wasconcerned about events relating to this matter. Referencing the 
meeting on the evening of January 13, he said he could come off as "brusque" but that ·he 
hoped he hadn't offended me. He went on to say this was a difficult matter, but he was 
the Director and had to make a decision about the proper way to proceed. He said he 
appreciated my advice, fully supported all my actions in this matter, and urged me to be 
proactive in coming to himwith future concerns-directly if necessary, rather than 
through staff. I thanked him for his consideration in bringing me in, but noted that anr 
discomfort I hadconcerning this matter wasnot related to his demeanor at the January· 13 
meeting, but rather stemmed from a conce,n that I had not adequately or with sufficient 
force conveyed what I perceived as the legal risks inherent in bis ·chosen course of action. 

He asked me what he should do going forward and I made three recommendations: 
PI:ovidC})S with written instructions to carryout a review of this matter using all 
available means at her disposal; and to arrive at a recommendation ''without fearor 
favor''; to refrain from further discussions with the WH until such time as the facts were 
known; and to contact FBI to let them know of the potential breach-noting that the facts 
are incomplete and that it could tum out to be a matter oflittle consequence-but to 
inform the Bureau of the actions that had been taken and to accept help in conducting the 
forensic work if offered. The Director thankedme and noted that these all seemed to be 

https://informed.of


C06274838 APPROVED FOR 
RELEASE DATE: 
14-Jan-2015 

UNCLASSIFIED/DRAFT 
ATTORNEY-CLIENTPRIVILEGED 

good ideas, and that he would pursue them. I again thanked him for his thoughtfulness. 
The CQnversation wascordial throughout. 

Addendum re Feinstein letter of January 23, 2014 

I share a few thoughts about Sen. Feinstein's ietter-in particular, it's most important 
implicit assertion, that the Agency is not .permitted to access the SSCI side of the CIA 
system for purposes of security monitoring and to ensurethe safety of classified 
marerials. · 

That assertion is simply incorrect. Throughout the life of the SSCI review-CIA has in 
fact performed security monitoring and exerted compliance control over RDI Net, 

, including on the SSCI side of the system. The Agency monitors the entiresystem .as it 
does all CIA systems, and SSC! awareness of this fact is reflected in the security 
warnings and disclaimers that SSCI staffers seeas they access their side of the system. 
The security Qriefing provided to SSCI staffers makes it clear that such monitoring / 

to be expected. 

Of course, it must be so. After all, SSCI has neve~ attempted to exert any sort of security 
protocols or monitoring over the system. To my knowledge, no SSCI security officer has 
ever accessed the system or requested permission to do so. If SSCI is right in claiming 
that CIA lacks the authority to maintain security of the system and its compliance with 
Agency regulations and applicable law, then we have created a system in which no one 
has _that responsibility: Even the Director lacks the authority to establisha systemfor 
maintaining extremely sensitive, c~sified doc~ents and exempt it fromall security 
monitoring and compliance. . 

• I 

In point offact, of course, DCIA Panetta did not purport to do so here .. While SSCI 
asserted the right to complete hegemony over its side of the system, the Agency did not 
acceptthat demand. The Committee cannot establish otherwise by repeatedly citing its 
unacknowledgedandunapproved assertion of complete control. I am told that like many 
issuesof contention between the Agency and the Committee (such as the ultimate 
ownership of the documents being provided to the SSCI, which the Committee still 
claims should be given over for pennanent storage on the Hill following conclusion of 
the Review) Agencyleadership at the time chose to defer "open warfare" over the issue 
of security by not making it an explicit provjsion in letter exchanges between the Agency 
and Sen. Feinstein. But at no point did the Agency abdicate its responsibility to maintain 
security over the system-and my own view is that, in any event, it could not have 
lawfully done so. 

Finally, and per~s of grearest significance, the "stand alone" nature of the system was 
only important, as the letter from Sen. Feinstein explicitly admits, "because it was 
recognizedto contain SSCI work product." The preliminary audit conducted in this 
instance, which took place because there was a reasonable basis to believe that a violation 
Qf regulation or law had occurred, did not involve the review of any work product. It was 
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solely focused on determining whether CIA documents-resident on a CIA owned and 
operated .system, housed in a CIA facility and entrusted to CIA officers for management 
andsecurity-which had not been authorized for p~e to the Committee had been 
accessed by the SSCI staff. No substance wasreviewed, no documents were moved or 
altered, and no substantive ~ormation was gained. 
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	Later that evening,the aforementioned group met with the Director io:@!CUSS'statQ$:o(,; ... 
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	on the SSCI side of the system and had been repeatedly accessed-had an obligationto 
	answer the question of whether there hadbeen a security violation or a potential violation 
	of law that should be referred to the Department of Justice. Nevertheless, he ordered a 
	"pause" in th ork being·conducted· br-1nd stated that it wasnecessaryto 
	consult with the·WH on t:1ext steps. Moreov~~pressed his intention to discuss the 
	matter with Committee leadership the next day. 
	I repeatedly counseled the Director, as well a{-.--.---.---.-,--,-,landD/OCA, that it was unwise to ask the WH for direction as to a possible criminal investigation. If the WH were to order the inquiry stopped, it could constitute an act in furtherance of obstruction of justice. At the least, it could be interpreted that way by Congressional critics and the press. Merely consulting with the WH would place the Director in a bad light, making it appear that he waspoliticizing a potential criminalmatter. ·1 al
	informed.of the 

	Following these events, I received an e-mail on AIN fro '---a-,---~ nusmg my 
	work, and asking me to come see the Director so he could tell me how much he 
	appreciated my efforts. I attempted to decline, noting thatit wasn't necessary, but! 
	insisted. .___~ 
	At 5:_30 on January 16, I was asked to come to the Director's office. The Director said he understood I wasconcerned about events relating to this matter. Referencing the meeting on the evening of January 13, he said he could come off as "brusque" but that ·he hoped he hadn't offended me. He went on to say this was a difficult matter, but he was the Director and had to make a decision about the proper way to proceed. He said he appreciated my advice, fully supported all my actions in this matter, and urged 
	He asked me what he should do going forward and I made three recommendations: PI:ovidC})S with written instructions to carry
	out a review of this matter using all available means at her disposal; and to arrive at a recommendation ''without fearor favor''; to refrain from further discussions with the WH until such time as the facts were known; and to contact FBI to let them know of the potential breach-noting that the facts are incomplete and that it could tum out to be a matter oflittle consequence-but to inform the Bureau of the actions that had been taken and to accept help in conducting the forensic work if offered. The Direct
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	good ideas, and that he would pursue them. I again thanked him for his thoughtfulness. 
	The CQnversation wascordial throughout. 
	Addendum re Feinstein letter of January 23, 2014 
	I share a few thoughts about Sen. Feinstein's ietter-in particular, it's most important 
	implicit assertion, that the Agency is not .permitted to access the SSCI side of the CIA 
	system for purposes of security monitoring and to ensurethe safety of classified 
	marerials. · 
	That assertion is simply incorrect. Throughout the life of the SSCI review-CIA has in 
	fact performed security monitoring and exerted compliance control over RDI Net, , including on the SSCI side of the system. The Agency monitors the entiresystem .as it 
	does all CIA systems, and SSC! awareness of this fact is reflected in the security 
	warnings and disclaimers that SSCI staffers seeas they access their side of the system. 
	The security Qriefing provided to SSCI staffers makes it clear that such monitoring / 
	to be expected. 
	Of course, it must be so. After all, SSCI has neve~ attempted to exert any sort of security protocols or monitoring over the system. To my knowledge, no SSCI security officer has ever accessed the system or requested permission to do so. If SSCI is right in claiming that CIA lacks the authority to maintain security of the system and its compliance with Agency regulations and applicable law, then we have created a system in which no one has _that responsibility: Even the Director lacks the authority to estab
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	and exempt it fromall security 

	monitoring and compliance. 
	monitoring and compliance. 
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	In point offact, of course, DCIA Panetta did not purport to do so here .. While SSCI asserted the right to complete hegemony over its side of the system, the Agency did not acceptthat demand. The Committee cannot establish otherwise by repeatedly citing its unacknowledgedandunapproved assertion of complete control. I am told that like many issuesof contention between the Agency and the Committee (such as the ultimate ownership of the documents being provided to the SSCI, which the Committee still claims sho
	Finally, and per~s of grearest significance, the "stand alone" nature of the system was only important, as the letter from Sen. Feinstein explicitly admits, "because it was recognizedto contain SSCI work product." The preliminary audit conducted in this instance, which took place because there was a reasonable basis to believe that a violation Qf regulation or law had occurred, did not involve the review of any work product. It was 
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	solely focused on determining whether CIA documents-resident on a CIA owned and operated .system, housed in a CIA facility and entrusted to CIA officers for management andsecurity-which had not been authorized for p~e to the Committee had been accessed by the SSCI staff. No substance wasreviewed, no documents were moved or altered, and no substantive ~ormation was gained. 
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